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Abstract:

This specification defines an extension to the SAML 2.0 metadata specification ([SAML2Metal).
The extension defines a role descriptor that describes a standalone SAML 1.x or 2.0 attribute
requester, that is, an attribute requester not bound to a SAML SSO profile. Readers should be

familiar with [SAML2Meta] before reading this document.
This is a working draft and the text may change before completion.
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1 Introduction

This specification defines an extension to the SAML 2.0 metadata specification. The extension defines a
role descriptor that describes a standalone SAML attribute requester, that is, an attribute requester not
bound to a SAML SSO profile. The profile addresses both SAML 1.x and SAML 2.0.

Unless specifically noted, nothing in this document should be taken to conflict with the SAML 2.0 metadata
specification ([SAML2Meta]). Readers are advised to familiarize themselves with that specification first.

1.1 Notation

This specification uses normative text to define an extension to the SAML 2.0 metadata specification.

The keywords "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD
NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this specification are to be interpreted as
described in [RFC 2119]:

...they MUST only be used where it is actually reqiifer interoperation or to limit behavior
which has potential for causing harm (e.g., lingitietransmissions)...

These keywords are thus capitalized when used to unambiguously specify requirements over protocol and
application features and behavior that affect the interoperability and security of implementations. When
these words are not capitalized, they are meant in their natural-language sense.

Li stings of XML schemas appear |ike this.

Exanpl e code |istings appear |ike this.

Conventional XML namespace prefixes are used throughout the listings in this specification to stand for
their respective namespaces as follows, whether or not a namespace declaration is present in the
example:

e The prefix sam : stands for the SAML 2.0 assertion namespace,
urn:oasi s: nanes:tc: SAM.: 2. 0: assertion

e The prefix nd: stands for the SAML 2.0 metadata namespace,
urn:oasi s: nanes:tc: SAM.: 2. 0: net adat a

e The prefix ndext : stands for the SAML 2.0 metadata extension namespace developed herein,
urn: oasi s: nanes: t c: SAML: net adat a: ext ensi on

» The prefix ds: stands for the W3C XML Signature namespace,
htt p: // www. w3. or g/ 2000/ 09/ xm dsi g#

* The prefix xsd: stands for the W3C XML Schema namespace,
htt p: // www. w3. or g/ 2001/ XM_Scherma
In schema listings, this is the default namespace and no prefix is shown.

e The prefix xsi : stands for the W3C XML Schema namespace for schema-related markup that
appears in XML instances:
http://ww. w3. or g/ 2001/ XM_Schema- i nst ance

This specification uses the following typographical conventions in text: <SAM_EI enent >,
<ns: For ei gnEl ement >, Attri but e, Datatype, O her Code.

1.2 Motivating Use Case

A primary SAML use case is browser SSO, but several non-browser use cases are emerging that
incoporate a standalone attribute requester ([SAMLX509], [GridShib], [LionShare]). Such a role is not

draft-saml-metadata-ext-01 11 March 2005
Page 3 of 8


http://www.w3.org/2000/09/xmldsig
http://www.w3.org/2001/XMLSchema
http://www.w3.org/2001/XMLSchema-instance

72
73

74
75

7
8

supported by [SAML2Meta]. This specification defines a new role descriptor type designed to support a

typical non-browser scenario.

A SAML metadata extension that supports this use case is described in section 2. Relevant references

are listed in section 3.
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2 Metadata Extension for SAML 2.0

This section defines a new role descriptor type that supports the non-browser use case described in
section 1.

2.1 Namespaces

[SAML2Meta] defines the following namespace [SAML2Meta-xsd]:
urn: oasi s: names: tc: SAM.: 2. 0: net adat a

By convention, the namespace prefix md: is used to refer to the above namespace.

This specification defines a new namespace:
urn: oasi s: nanmes: t c: SAML: et adat a: ext ensi on

We use prefix ndext : to refer to this new namespace. In what follows, any unqualified type is assumed to
belong to this new namespace.

2.2 Element <md:RoleDescriptor>

The <nd: Rol eDescri pt or > element defined in [SAML2Meta] is an abstract extension point that
contains descriptive information common across various entity roles. New roles can be defined by
extending its abstract md:RoleDescriptorType complex type, which is the approach taken here.

2.3 Complex Type AttributeRequesterDescriptorType

Complex type AttributeRequesterDescriptorType extends complex type md:RoleDescriptorType with
content specific to attribute requesters, that is, consumers of SAML attributes. The type
AttributeRequesterDescriptorType contains the following additional attributes and elements:

Want Asserti onsSi gned [Optional]

Optional attribute that indicates a requirement for assertions received by this service provider to
be signed. If omitted, the value is assumed to be f al se. This requirement is in addition to any
requirement for signing derived from the use of a particular profile/binding combination.

<md: Narrel DFor mat > [Zero or More]

Zero or more elements of type xsd:anyURI that enumerate the name identifier formats supported
by this service provider. See section 8.3 of [SAML2Core] for some possible values of this element.

<md: At tri but eConsumi ngSer vi ce> [Zero or More]

Zero or more elements that describe an application or service provided by this service provider
that requires or desires the use of SAML attributes. It is RECOMMENDED that deployers provide
at least one such element to facilitate configuration of policy by atribute providers.

At most one <nd: At t ri but eConsum ngSer vi ce> element can have the attribute i sDef aul t set to

t r ue. When multiple elements are specified and none has the attribute i sDef aul t settotrue, then the
first element whose i sDef aul t attribute is not set to f al se is to be used as the default. If all elements
have their i sDef aul t attribute set to f al se, then the first element is considered the default.

Instances of AttributeRequesterDescriptorType are declared using the <nd: Rol eDescri pt or >
element with an xsi : t ype of AttributeRequesterDescriptorType. See the example in section 2.4.

See [SAML1xMeta] for specifics on the transformation and use of particular elements and attributes for
use with SAML 1.x.
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113  The following schema fragment defines the AttributeRequesterDescriptorType complex type:

114 <conpl exType nanme="Attribut eRequest er Descri pt or Type" >

115 <conpl exCont ent >

116 <ext ensi on base="nd: Rol eDescri pt or Type" >

117 <sequence>

118 <el enent ref="nd: Nanel DFor mat " m nCccur s="0" maxCccur s="unbounded"/>
119 <el enent ref="md: Attri but eConsuni ngServi ce" m nCccurs="0"

120 maxCccur s="unbounded"/ >

121 </ sequence>

122 <attribute nane="Want AssertionsSi gned" type="bool ean" use="optional"/>
123 </ ext ensi on>

124 </ conpl exCont ent >

125 </ conpl exType>

126 2.4 Example

127 Here is a metadata example for a SAML attribute requester that supports both SAML 1.1 and SAML 2.0:

128 <md: Enti t yDescri pt or
129 xm ns: md="ur n: oasi s: nanes: t c: SAM.: 2. 0: et adat a"
130 xm ns: sam ="ur n: oasi s: nanes: tc: SAML: 2. 0: asserti on"
131 xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
132 xm ns: xsd="htt p: //ww. w3. or g/ 2001/ XM_Schema"
133 entityl D="https://gs.org/gridshib">
134 <l-- insert ds:Signature el enent here -->
135 <md: Rol eDescri pt or
136 xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
137 xm ns: ndext =" ur n: oasi s: nanes: t c: SAML: 2. 0: net adat a: ext ensi on"
138 XsSi :type="ndext: Attri but eRequest er Descri pt or Type"
139 pr ot ocol Support Enuner ati on="ur n: oasi s: nanes: tc: SAM.: 1. 1: pr ot ocol
140 urn: oasi s: nanes: tc: SAM.: 2. 0: prot ocol ">
141 <md: KeyDescri pt or use="si gni ng">
142 <ds: Keyl nf o>
143 <ds: KeyNane>Request er Key</ ds: KeyNane>
144 </ ds: Keyl nf 0>
145 </ nd: KeyDescri pt or >
146 <md: Nanel DFor mat >
147 urn: oasi s: nanes: tc: SAM.: 1. 1: nanei d- f or mat : X5609Subj ect Nane
148 </ md: Namel DFor mat >
149 <md: Attri but eConsum ngServi ce i sDefaul t="true" index="0">
150 <md: Servi ceNane xm : | ang="en" >
151 Shi bbol i zed Grid Service
152 </ md: Ser vi ceNanme>
153 <md: Request edAttri bute
154 NameFor mat =" ur n: oasi s: names: tc: SAM.: 2. 0: attrnanme-format: uri "
155 Name="urn:oid:1.3.6.1.4.1.5923.1.1.1.7"
156 Fri endl yNane="eduPer sonEntitl ement">
157 <saml : Attri but eVal ue xsi:type="xsd: anyURl ">
158 https://gs.org/gridshib/entitlenments/ 123456789
159 </sanl : Attri but eVal ue>
160 </ nd: Request edAttri but e>
161 <md: Request edAttri bute
162 NarmeFor mat =" ur n: mace: shi bbol et h: 1. 0: attri but eNamespace: uri "
163 Name="urn: mace: di r: attri but e-def: eduPersonEntitl enent">
164 <saml : Attri but eVal ue xsi:type="xsd: anyURl ">
165 https://gs.org/gridshib/entitlenments/ 123456789
166 </sanl : Attri but eVal ue>
167 </ nd: Request edAttri but e>
168 </ nd: Attri but eConsum ngServi ce>
169 </ nd: Rol eDescri pt or >
170 <md: Or gani zat i on>
171 <md: Or gani zati onNane xni : | ang="en" >
172 GidShi b Service Provider
173 </ nd: Or gani zat i onNane>
174 <md: Or gani zat i onDi spl ayNane xml : | ang="en">
11  draft-saml-metadata-ext-01 11 March 2005
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175
176
177
178
179
180
181
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183
184
185
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GridShib Service Provider @ Sone Location
</ md: Or gani zat i onDi spl ayNane>
<md: Or gani zati onURL xm : | ang="en" >
http://ww. gs. org/
</ md: Or gani zat i onURL>
</ nd: Or gani zati on>
<md: Cont act Per son cont act Type="t echni cal ">
<md: Sur Nanme>G i dShi b Support </ nd: Sur Nane>
<nmd: Enai | Addr ess>gri dshi b- support @s. or g</ nd: Enai | Addr ess>
</ md: Cont act Per son>
</ nd: Enti t yDescri pt or >
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