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Abstract:

This non-normative document describes the scope of the V2.0 work of the OASIS Security Services Technical Committee (SSTC), including candidate work items and their status.

Revision 06 reflects additional work done through the end of the September 2003 F2F meeting.

1 ScoScope Statement

The goals of the SAML 2.0 effort include:
1)  Addressing issues and enhancement requests that have arisen from
experience with real-world SAML implementations and with standards
architectures that use SAML, such as the OASIS WSS and XACML work.
2) Adding support for features that were deferred from previous
versions of SAML for schedule reasons, such as session support, the
exchange of metadata to ensure more interoperable interactions, and
collection of credentials.
3) Converging on a unified technology approach for identity federation by 
integrating the specifications contributed to the TC by the Liberty 
Alliance.
@@Attempt to refer to aspects of the scope statement to provide a rationale for every accepted work item

2   Work Items

We intend to take a use-case-based approach for each new area of functionality. The owner(s) for each candidate work item will be expected to make a proposal containing at least one use case and definitions of any new terms.  On acceptance of a use case, the owner(s) will be expected to make a proposal for SAML technology that solves the use case.  In the work item table below, the following status values are applied:

· Candidate work item

· Unassigned

· Waiting for use case/requirements proposal

· Considering use case/requirements proposal

· Rejected

· Active work item (if a candidate work item was accepted)

· Waiting for solution proposal

· Considering solution proposal

· Solution incorporated

· Request for enhancement (presumes that the request came as the result of a real use case)

· Waiting for proposal

· Considering proposal

· Disposition made (can be accepted, accepted with modifications, or rejected; we also need to communicate the disposition back to the requester)

	ID
	Categories
	Description
	References
	Owner
	Priority/Status

	W-1
	Profiles

SSO

Sessions

Logout
	Session Support

Global signout and similar would be considered simple sessions. Complex sessions would include things like global timeout. Boeing has provided input on their requirements around this.
	[LibPS11] §3.2, §3.5

[LibBP11] §3.2, §3.5

[SAMLIssues] UC-3-01,
UC-3-09, DS-13-01

[BoeingInput]
	John Kemp
	Candidate work item – Considering use case proposal.

Action Item: 

#0059 Session Support  

	W-2
	Account Linking

Pseduonyms

SSO

Privacy
	Identity Federation

NameIdentifier Exchange between sites.

Peristent pseudonyms for principals.

This should also include privacy and anonymity features à la Shibboleth and Liberty. This should include the notion of an anonymous name identifier. It was noted that Liberty V1.2 has anonymity features.
	[LibPS11] §3.2, §3.3, §3.4

[LibBP11] §3.2, §3.3, §3.4

[ShibArch]
[LibPS12] §3.2

[SAMLIssues] DS-1-02
	Scott Cantor

John Linn
	Active work item – Waiting for solution proposal

Will appropriately expand to cover use-cases beyond liberty. Discussion of solution proposal is moving forward between Scott Cantor and John Linn. 

 #0067 Identity Federation 

	W-2a
	Attributes
	SSO with Attribute Exchange
This can be used to achieve a kind of federation without using an account-linking model. This may have some impact on W-12.
	[BoeingInput]
	Prateek Mishra

	Active work item – waiting on detailed use-case
#0062 SSO with Attribute Exchange  

	W-3
	Metadata

Interoperability

Discovery

Trust
	Metadata and Exchange Protocol

This work has already begun. It should include SAML feature discovery through a WSDL file. SAML metadata might want to include a way to discover supported types of authentication protocols, as outlined in closed issue DS-7-06.
	[LibPS11] §4

[LibMetadata]
[SAMLMetadata]
[ShibArch]
[SAMLIssues] DS-7-06
	Jahan Moreh
	Active work item – Considering solution proposal

#0064 Metadata and Exchange Protocol  

	W-4
	Protocol

Metadata
	Profile Enhancements for Metadata

Implications for the profiles (and profile creation guidelines) regarding metadata usage.
	[LibPS11] §3

[LibMetadata]
	Jahan Moreh
	Active work item – Waiting for solution proposal

#0063 Profile Enhancements for Metadata 

	W-5
	Profiles

SSO

Metadata

Discovery

Authentication
	SSO Profile Enhancements

Richer SSO profiles, including (signed) requests from destination sites, control over authentication, passivity, extensibility, and source site discovery. Boeing has provided input on their requirements around “destination site first” scenarios.
	[LibPS11] §3.2

[LibMetadata]
[ShibArch]
[BoeingInput]
	Prateek Mishra
	Candidate work item – Waiting for use case proposal

Moved to Active work item after F2F discussion and presentation of use-case. Candidate solution should reference both Liberty and SAML 1.1 draft. Need to conduct survey of “typical” data items transf. from SP to IdP. 

 #0066 SSO Profile Enhancements  

	W-5a
	Profiles

Clients
	Enhanced Client Profiles
Some profiles rely on enhanced clients and proxies (“Liberty-enabled client” or LECP). This might need enhancement to account for general considerations of clients that are web services, and also non-mobile clients.
	Fidelity input from SAML F2F
(@@add link when available)
	Frederick Hirsch
	Active work item – Waiting for solution proposal

#0071 Enhanced Client Profiles  

	W-6
	Profiles

SSO

Intermediaries
	Proxied SSO

Liberty 1.2 adds dynamic proxying into the SSO profiles, including non-Liberty services.
	[LibPS12] §3.2.2.8
	Krishna Sankar

Scott Cantor
	Candidate work item – Waiting for use case proposal?

	W-7
	Discovery

Metadata
	Discovery Protocol

For example, this includes common domain and cookie mechanisms.
	[LibBP11] §3.6

[ShibArch]
	Scott Cantor
	Active work item – Waiting for solution proposal

	W-8
	SSO

Authentication
	Authentication Context

Liberty authentication context exchange and control.
	[LibAC11]
	Looking for an owner
Jeff Hodges will

Ping Paul Madsen

For interest
	Waiting to identify owner. Candidate solution proposal is available from Liberty.
 #0072 Authentication Context  

	W-9
	Security

Encryption

Privacy
	XML Encryption

Incorporate XML-based encryption of assertions and/or other SAML constructs.
	[LibPS12] §3.2.2.3

[LibBP12] §3.8

[LibMetadata]
	Scott Cantor
	Candidate work item – Waiting for use case proposal

 #0079 Use of XML Encryption with SAML

	W-10
	Profiles

Web Services
	Back Office Profiles

B2B, A2A, and other similar profiles.
	
	Krishna Sankar
	Candidate work item – Unassigned

	W-11
	Profiles

Web Services

Intermediaries

Delegation
	Mid-Tier Usage

Profile or other specification for SAML usage in the middle tier for XML firewalls and similar. This is related to W-15.
	
	Krishna Sankar
	Candidate work item – Waiting for use case proposal

	W-12
	Attributes

XACML

Protocol
	Attribute Retrieval Enhancement

Finer-grained attribute retrieval, for example, “All attributes in namespace X.” It has also been suggested that just the attribute schema or just the attribute names could be requested, that it should be possible to boxcar multiple assertion types in a request, and that requests with assertion ID references should also be allowed to contain attributes. Any solutions here should take into account the differences between SAML and XACML attributes. This may be impacted by W-2a.
	[SAMLIssues] DS-12-03,
DS-12-04, DS-9-02, DS-9-03
	
	Candidate work item – Unassigned

	W-13
	Attributes

Authorization
	Hierarchical Privilege Delegation

Hierarchical delegation of privileges among federated attribute authorities.  
	
	
	Candidate work item – Deferred to a future version

	W-14
	Interoperability

Trust
	SAML Server Trust

Standardized trust between SAML-enabled servers, apart from what we’re already doing in the metadata work. It may be that the only appropriate action at this stage is to flesh out the security considerations and/or discuss it briefly in the SAML Primer. Some feel that it’s premature to address this, although Liberty has done some work in this area.
	
	Jeff Hodges
	Candidate work item – Waiting for use case proposal

	W-15
	Profiles

Web Services

Intermediaries

Delegation
	Delegation and Intermediaries

Use cases that support arbitrary multi-hop delegation. Liberty WSF supports one-hop impersonation. The relationship of this to WSS needs to be sorted out. This relates to the Fidelity need for a WSRP profile. This is related to W-11. The item “multi-participant transactional workflows” was folded into this one.
	http://lists.oasis-open.org/archives
/security-services/200309/msg00059.html
Ron Monzillo slides from F2F
	Scott Cantor

Bob Morgan

Jeff Hodges
	Candidate work item – Waiting for use case proposal

 #0068 Delegation and Intermediaries 

	W-16
	
	(Merged  with W-15.)
	
	
	

	W-17
	Protocol
	Credentials Collector and Assertions

This includes pass-through authentication. This is related to W-18.
	[CCAdams]
[CCLockhart]
	Tim Moses?

Jeff Hodges
	Candidate work item – Waiting for use case proposal
 #0065 Credentials Collector 

	W-18
	Authentication
	SASL support

Defining SAML as a SASL security mechanism.
	[SAMLIssues] UC-1-05
UC-5-02
	Jeff Hodges

RLBob Morgan
	Active work item – Waiting for solution proposal

 #0070 SASL support  



	W-19
	Bindings
	HTTP-Based Assertion Referencing

Additional protocol binding for direct HTTP use.
	
	Scott Cantor
	Candidate work item – Waiting for use case proposal

 #0080 HTTP-based assertion Reference 

	W-20
	Bindings
	ebMS Binding/Profile

Additional protocol binding for ebXML Message Service use and/or additional profile for using SAML to allow for authentication and authorization of ebMS messages. The eGov TC has discussed this latter notion a little, and representatives of the ebxml-msg TC (Dale and Matt) are taking on both questions.
	
	Dale Moberg

Matt MacKenzie
	Candidate work item – Waiting for use case proposal

	W-21
	Attributes

XACML
	Baseline Attribute Namespaces

For example, a DSML or X.500 profile for a person’s attributes expressed in SAML.
	Shibboleth
	Scott Cantor

Bob Morgan
	Candidate work item – Waiting for use case proposal

Use-case discussed at F2F and generally supported. Waiting for solution proposal.

 #0069 Baseline Attribute Namespaces  

	W-22
	Assertions

Web Services

Auditing
	Assertion Caching

Persistent caching or mirroring of assertions at multiple sites. We think the WSS SAML token may be related to this; SAML has a protocol to obtain assertions, and there’s also STR. Ideally this would be coordinated with the designs for W-13 through W-15, so that it’s possible to express “I trust this server to cache assertions.”
	
	
	Candidate work item – Unassigned

	W-23
	Protocol
	Security Workflow

Expressing security processing workflow definitions.
	
	
	Candidate work item – Unassigned

	W-24
	
	 (Merged with W-2.)
	
	
	

	W-25
	Authentication

Profiles
	Kerberos Support

To be defined.
	
	John Hughes
	Candidate work item – Considering use case proposal

Action Item:

#0061 Kerberos Use Cases for SAML 2.0  

	W-26
	Assertions

Auditing
	Dependency Audit

A “validity-depends-on” feature.
	
	Prateek Mishra
	Candidate work item – Waiting for use case proposal

	W-27
	Security

Profiles
	Security Analysis Enhancements

Suggestions from researcher who has done a formal security analysis.

(We have not yet received the specific comments.)
	
	
	Request for enhancement – Waiting for proposal (IBM reports that proposal will not be made)

	W-28
	
	XACML-Proposed Changes

See the individually broken out work items below.
	[XACMLRequest]
[OGSACmts]
	–
	

	W-28a
	XACML

Attributes
	Attribute Reconciliation
XACML and SAML structure their attribute information differently.
	[XACMLRequest]
	Rebekah Lepro
	Active work item – Waiting for solution proposal

#0075 Attribute Reconciliation

	W-28b
	XACML

Policy

Authorization
	XACML Proposal for Policy Transport
XACML has asked for a SAML-based solution to transporting requests for policies and the policies themselves.
	[XACMLRequest]
	Hal Lockhart
	Active work item – Waiting for solution proposal
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 #0076 XACML Proposal for Policy Transport 

	W-28c
	XACML

Authorization

Grid
	Authorization Decision Reconciliation
This includes issues of whether to make backwards-incompatible changes to the existing structure (and/or deprecate it).
	[XACMLRequest]
[OGSACmts]
	Hal Lockhart
	Active work item – Waiting for solution proposal

 #0077 Authorization Decision Reconciliation

	W-28d
	XACML
	IssuerName Enhancement
XACML would like to have “datatyping” of issuers.
	[XACMLRequest]
	Rebekah Lepro
	Active work item – Waiting for solution proposal

#0078 IssuerName Enhancement 

	W-29
	
	Promised V2.0 Changes
Plans to make backwards-incompatible changes in V2.0 that were promised in V1.0 or V1.1:

Removing <AuthorityBinding> (core)

Removing <RespondWith> (core)

Removing deprecated NameIdentifier URIs (core)

Requiring URI references to be absolute (core)

Disallowing <Status> as the only child of a SOAP <Body> (bindings)

Removing deprecated artifact URI (bindings)
	
	Eve Maler
	Active work item – Waiting for implementation

#0082 Promised V2.0 Changes  
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� I would be happy to yield to Bob but I do not believe he volunteered.





sstc-saml-scope-2.0-draft-06












       10 September 2003
Copyright © OASIS Open 2003. All Rights Reserved










Page 17 of 18

