Appendix P: Public Key Cryptography Overview





Note: This appendix provides a very basic introduction to cryptography and its use for protecting information for electronic commerce. Readers with some knowledge of this topic will probably find little useful information here. 





Cryptography provides protection for information in modern data systems. Its use, however, dates back thousands of years. Initially, cryptography was used to protect only important or secret information from unwanted enemies. More recently, cryptography has been used for authentication, integrity, and non-repudiation services. Other uses, such as time stamp and notary services, are also becoming important. In its early days, cryptography depended on some form of substitution (for example, one word was substituted for another or numbers were substituted for letters). Later, cryptography became based on the logical addition of the information to a random stream of data. This method is still in use today. Modern cryptography is based on hard-to-solve mathematical problems.





Some BIPS cryptography definitions are:





Asymmetric cryptography. A system where the originator encrypts the information to form ciphertext with a key that is mathematically related to but different from the one the recipient uses to decrypt the information to form plaintext.





Authentication. Verifying the source of information.





Certificate. A binding by digital signature of a public key, the identity of the holder of the private key related to the public key, and the identity of the signer of the certificate. The certificate usually includes a validity period.





CA. The signer of certificates, usually a trusted administration authority with a public policy for signing and revoking certificates.





Decryption. Transforms or unscrambles encrypted information (ciphertext) back to the original form of the information (plaintext).





Digital signature. Use of public key cryptography to authenticate the originator and verify the integrity of the information. The digital signature is usually formed by the public key encryption of a hash of the information.





Encryption. Transforms or scrambles information, with the intent to keep it private, so that the original data is essentially unreadable except to the intended recipients.





Hash. A cryptographic function that produces a fixed-length digest of the information from an arbitrary length set of information. The algorithm used to form the hash is generally easy to compute and computationally improbable to be able to reverse to retrieve the original information or to generate another set of information with the same digest.





Integrity. Verification that the information has not been changed.





Public key cryptography. An instance of asymmetric cryptography where one key is made public for encryption and verifying digital signatures and a second is held privately for decryption and signing documents using digital signatures.





Symmetric cryptography. A system where the originator encrypts the information to form ciphertext with the same secret key that the recipient uses to decrypt the information to form plaintext.





BIPS uses digital signatures to provide authentication and integrity services to its users. With the proper configuration and assurance of the certificate infrastructure, a non-repudiation service can also be provided. The digital signature mechanism relies on certificates, the certificate infrastructure, and the hash function to provide these services. The certificates and certificate infrastructure binding allows the recipient of a message to verify that the message could only have come from the holder of the private key associated with the public key contained in the certificate. The hash allows modifications that were made to the message after it was signed to be detected. Without these services the security of BIPS would be untrustworthy. A typical sequence for BIPS digital signature processing is:





The initiator prepares a BIPS message with empty fields for signature information. 





The initiator selects sets of information for signing. Note that the initiator could sign:





the entire set of requests with a single digital signature, 


several subsets of requests with separate digital signatures using the same public key,


several subsets of requests with separate digital signatures using different public keys, or 


a hybrid of any or all of these.





The initiator forms the information to be signed into one or more formatted blocks.





The initiator determines the algorithm and keys to be used for hashing and the digital signature for each block.





The initiator hashes each of the blocks to be signed with the selected algorithm. The hash calculation is over the data concatenated with the signature block, without the signature value, and the certificate encoded as a base64 value. Base64 encoding is used to allow the information to be transferred using any commercial mail package. 





The initiator signs the hash of the block with the selected algorithm, base64 encodes the signature value, and places it into the signature-info element.





The initiator forms a signature block for each digital signature performed.





The initiator collects the signature information and puts it into the signature-info element of the BIPS message.





The initiator transmits the BIPS message to the EPH.





The EPH receives the BIPS message.





The EPH finds the signature-info element and determines the number of signatures that need to be verified and the information that is signed by each digital signature.





The EPH forms the formatted blocks of information specified in the signature-info.





The EPH uses the algorithm ID specified in the signature-info field to determine the hash and digital signature algorithm.


 


The EPH forms a hash value for each formatted block using the specified hash algorithm(s).





The EPH base64 decodes and verifies the certificates provided in the signature-info element.





The EPH base64 decodes and verifies the signature value of each formatted block using the algorithm specified and the public key provided in the certificate(s).





If the signatures are verified, the EPH can process the message.





The response process would proceed as specified above, with the initiator being replaced by the EPH and the recipient (the EPH above) of the response being the client application.





This process depends on the security of several factors outside of the direct control of the BIPS application:





The strength of the cryptographic algorithms. The strength of the algorithms is based on the underlying mathematics principals, the length of the key used, the quality of the keys selected, and the quality of the implementation.





The trust of the certificates. This deals with the CA’s policy for verifying identities and the system for management and revocation of certificates. See also Appendix O for more details about certificate management systems.





Protection of private keys. The private key needs to be used only by the initiator and access to it must be strictly controlled to prevent its use or copying by others.





Protection of the integrity of system hardware and software. The integrity of system hardware and software includes proper administration, physical access controls where necessary, configuration control, and active countermeasures to attack by outsiders.





The privacy of BIPS messages may be provided outside of the protocol. In the prototypes the BIPS message is encrypted as a file before being placed in a mail message. It is also expected that BIPS messages will be encapsulated using mail encryption security such as S/MIME, which is featured as the security protocol for several commercial mail packages, or by using a web security protocol such as SSL, which is found in most commercial browsers. 





BIPS provides the ability to encrypt individual attributes with symmetric encryption inside of the message. For each attribute encrypted a symmetric key is identified with a key id, an algorithm is identified with an algorithm id, the attribute is encrypted, and the resulting ciphertext is base64 encoded. The recipient of the message that has the key identified with the key id will base64decode the attribute, decrypt the attribute, and use the decrypted value.


 


The information in this appendix is deliberately basic. There are various ways of performing the needed tasks, and this overview is not meant to provide an understanding of the different mechanisms available and how they are meant to be used. To gain a more thorough understanding of the electronic security and how it applies to electronic commerce, the reader can consult texts on the subject, such as:





Secure Electronic Commerce, by Warwick Ford & Michael S. Baum, published by Prentice Hall PTR, 1997.


Internet Cryptography, by Richard E. Smith, published by Addison Wesley, 1997.


Web Security, by Lincoln D. Stein, published by Addison Wesley, 1998.


Web Security & Commerce, Simson Garfinkel with Gene Spafford, published by O’Reilly & Associates, Inc., 1997.





There are many other worthwhile texts on this and related topics. The list above is merely representative and not meant to be an endorsement of any particular text.
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