Appendix K: Exception Processing





BIPS is responsible for handling exception conditions for transactions it receives or processes. This appendix explains possible error conditions and what BIPS actions, if any, would be allowed while still assuring data integrity. 





There are two possible message sources. The first source is messages received from a pre-existing customer, who would have digital certificates readily available and might also have user profiles established that BIPS can use to obtain additional information. The second source is a so-called “spontaneous transaction,” in which the originator is a non-customer (not a pre-existing customer). Because an originator who is not a customer would most likely not have a digital certificate or user profile readily available for BIPS, a decision must be made as to how much effort should be undertaken to successfully complete their request. In this appendix, it is assumed that such decisions will be based on reasonable steps taken in existing payment systems. For instance, a bank is in a better position to take corrective action for an existing customer than it would be for a non-customer. 


K.1 Types of Error Conditions





A number of error conditions can occur within BIPS. The action taken by BIPS may depend on the source of the request (i.e., a pre-existing customer or a non-customer). These actions should be based on a business risk assessment as well as on the technical capabilities of the BIPS platform. Instead of a list of error codes and how to respond, this section provides a set of general guidelines of how to proceed. Error conditions and responses to them could include:





Decryption error. Although BIPS does not require that the payment instruction be encrypted, it is likely that most instructions would be encrypted in some manner to fulfill generally accepted data protection criteria.  All decryption errors must result in the immediate rejection of the BIPS message. In reality, faulty decryption would be caught in the later step of data validation, unless the error was so gross as to cause the decryption engine to abort the process. The risk involved in attempting to process a message with data that is questionable because of an encryption error is too great to continue processing.





Authentication error. Errors in authentication fall into two categories:





Rejected originator. This error would be the result of being unable to locate a valid certificate for the originator. If the message were from a pre-existing customer, BIPS could generate an out-of-channel communication to the customer to attempt to correct the message. If the message were a spontaneous transaction, it would be immediately rejected.


Unauthorized originator. This error might simply be a matter of a pre-existing customer using the wrong certificate (in other words, the certificate supplied does not authorize this originator to perform the requested action). An out-of-channel communication to the customer might easily remedy this problem. This authentication error does not apply to spontaneous transactions.





Invalid message.  The signature received with the original message does not match the calculated signature, thus invalidating the message. This occurrence must always cause the message to be rejected. 


Data validation error. There are a wide variety of error conditions possible; the following list is merely representative. Examples of data validation errors are:





Date exception. The date is either structurally incorrect, such as day 32 for a date, or invalid for the type of payment being requested (i.e., current-day effective date for an ACH request).


Amount exception. The dollar amount is non-numeric, invalid for the payment type requested, or beyond the predefined limits set for the originator.


Incorrect source. The source bank or account information is invalid. BIPS may or may not be able to identify this condition, depending on the “intelligence” of the EPH.


Incorrect destination. This condition is similar to an incorrect source error.


Invalid return address. By design, BIPS returns a response message to the originator of every BIPS request message. If the return message fails for some reason, BIPS must determine whether or not to continue. This decision should be based on business risk assessment and not technical capability. If the business rules require it, BIPS may be instructed to reject an otherwise correct message if the response message cannot be successfully sent. 





Conversion exception. In its current form, BIPS takes every payment request and translates it into the format of an existing payment type (ACH, wire transfer, etc.) through the PSI. Each bank payment processing system has its own format requirements, and in addition vendor implementation requirements may vary for each payment system. BIPS data may be rejected at the PSI for any number of reasons. 


K.2 BIPS Status Codes





The BIPS Project Team felt that it could create a fairly comprehensive list of status conditions but probably not an exhaustive list of every possible status condition, so this specification includes only minimal status code definitions. However, in order to provide a minimum of interoperability among BIPS platforms, some very basic status codes are needed. To that end, this specification defines only the following two status codes:





Process Completion, Successful.  Status code "0000" (numeric zeroes), and


Process Completion, Failed.  Status code "9999".





The protocol allows for other status information to be included. This decision is left to the discretion of the system developers.





Table K.1 shows the status codes that were used in one of the BIPS working prototypes. They exemplify the types of status codes that can be used in a BIPS implementation. Developers may choose to implement a more exhaustive list of status codes or just use the two BIPS default codes. Developers must ensure that all of the BIPS components from a particular implementation are able to interpret the status codes successfully.








Table K.1 Status codes used in BIPS working prototypes.


Code type�
Code number�
�
General success�
Status code "0000"�
�
General failure�
Status code "9999"�
�
Cost estimate�
Status code "2000"�
�
Format error�
Status code "3000"�
�
Parsing error�
Status code "4000"�
�
Security error�
Status code "5000"�
�
Invalid certificate�
Status code "6000"�
�
Invalid hashing algorithm�
Status code "8000"�
�
Authorization error�
Status code "7000"�
�
Invalid encryption algorithm�
Status code "9000"�
�
Encryption error�
Status code "10000"�
�
Cannot process payment by the requested date�
Status code "11000"�
�
Cannot process via requested payment network�
Status code "12000"�
�
All criteria satisfied�
Status code "13000"�
�
Request forwarded to external payment system�
Status code "14000"�
�
Request successfully processed by system�
Status code "15000"�
�
Request failed�
Status code "16000"�
�









Copyright ( 1998 Financial Services Technology Consortium (FSTC). All rights reserved. �
BIPS Specification v. 1.0�
�



K-� PAGE �1�

















