Appendix Q: Electronic Commerce Threat Overview





The objective of a risk analysis of security threats is to identify the relative vulnerabilities and threats in an electronic commerce environment so minimize the potential for losses. This overview (Table Q.1) is provided as a check list and to aid in understanding the subject of electronic commerce threats in general and for BIPS in particular. 





Table Q.1 Electronic Commerce Threats.�


Description�
Threat Action�
Examples�
BIPS Reference�
�
Disclosure - Situations or events which may result in an unauthorized views or access to information�
Exposure- direct release of protected information to unauthorized entities�
Error, deliberate, scavenging�
Authorized users could attempt unauthorized action such as capturing bank account information�
�
�
Interception- protected data is accessed by unauthorized entities between an authorized source and destination�
Eavesdropping, theft, wiretapping, emanation sensing�
�
�
�
Inference -knowledge derived by an unauthorized entity based on reasoning from unprotected data�
Signal analysis, traffic analysis, DB query analysis�
�
�



�



�
Intrusion- unauthorized access to protected data through circumvention of the system’s security�
Trespass, penetration, reverse engineering, cryptoanalysis


�
�
�
Deception - Situations or events that may result in an authorized entity receiving false information believed to be true�
Masquerade- unauthorized entities pose as authorized entities to gain access to system resources or perform unauthorized functions�
Spoofing, Trojan horse, virus�
Unauthorized people or their surrogate processes could intentionally attempt to access BIPS for malicious reasons.�
�
�
Falsification- authorized entity is deceived through receipt of false data�
Substitution, of valid data with false, insertion of false data, deletion of true information�
�
�
�
Repudiation- entity deceives another entity by falsely denying responsibility for an act�
Denial of origin, denial of receipt�
�
�
Disruption - Situations or events that interrupt or prevent the correct operation of system services or function�
Incapacitation- interruption resulting from disabling critical system components�
Malicious logic (virus), physical destruction, human error, software errors�
Environmental factors could degrade the security posture of a BIPS platform�
�
�
Corruption- interruption resulting from modification of functionality or data�
Tampering, malicious logic, human error, software error�
�
�
�



�
Obstruction - interruption resulting from saturation of system services or functions, control, or information�
Interference, overloading�
Errors could threaten the security posture of a BIPS platform�
�
Usurption -Situations or events that result in the control of system services or functions by an unauthorized entity�
Misappropriation-unauthorized entity assumes physical or logical control of a system resource or service�
Theft of services or functionality and theft of data�






�
�
�
Misuse --actions that cause a system to perform a service or function that is detrimental to the systems security�
Malicious logic, tampering, violation of permission�
�
�









�This information is based on OMG document 96-12-01, Costa and Gulachenski Taxonomy of Threats and Security Services for Information Systems.
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