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Introduction

1.1 Statement of Purpose
The OASIS Trust Elevation TC’s goal is to define a set of methods or standardized protocols that service providers may use to elevate the trust in an electronic identity presented to them for authentication purposes.  This elevated trust may be for the duration of a transaction, or for the remainder of a session as appropriate. The Trust Elevation TC promotes the development and use of methods of trust elevation that reduce risk.

Recommendations by the Federal Financial Institutions Examination Council (FFIEC) and the highly publicized breaches in 2011 have made trust elevation a more urgent topic. The Trust Elevation TC intends to respond to suggestions from the public sector, including the U.S. National Strategy for Trusted Identities in Cyberspace (NSTIC).

The purpose of the document is to identify and catalogue information about any trust elevation or transactional trust mechanisms that are currently used or sold at the level of detail the contributor is comfortable sharing.  This is the TC’s first deliverable.  It is  a list of methods (as comprehensive as practical)  being used currently to authenticate identities online to the degree necessary to transact business where material amounts of economic value or personally identifiable data are involved. 

Since subsequent TC goals include analysis of the surveyed trust elevation methods, method vulnerabilities and the effects of context are noted wherever possible.

1.2 Trust-Elevation Definition

1.2.1 Trust-Elevation TC’s Definition of Trust Elevation

The following definition was drafted by the TC at their November 10th, 2012 Face-to-Face meeting:

Trust elevation - Increasing the strength of trust by adding factors from the same or different categories of trust elevation methods that don’t have the same vulnerabilities. There are five categories of trust elevation methods: who you are, what you know, what you have, what you typically do and the context. What you typically do consists of behavioral habits that are independent of physical biometric attributes. Context includes, but is not limited to, location, time, party, prior relationship, social relationship and source. Elevation can be within the classic four NIST and ISO/ITU-T levels of assurance or across levels of assurance.

Note that ITU-T and ISO/IEC recognize both credential-based trust methods and transactional trust methods, while NIST currently only recognizes credential-based trust methods for USG use. NSTIC’s active role in this TC is a NIST acknowledgement that transactional methods are valid and need to be accounted for.
1.2.2 Categories of Trust Elevation Methods
Classically there are three categories of trust elevation methods:

· Who you are (biometrics, behavioral attributes);

· What you know (shared secrets, public and relationship knowledge);

· What you have (devices, tokens - hard, soft, OTP).

In addition to these three dimensions of categories, the TC recognizes a fourth category, what you typically do, described by ITU-T x1254. The TC further evolves the model by recognizing that all four of these dimensions are influenced by the context in which they are utilized. Context is a precondition for any trust elevation. Therefore, the TC considers context to be a fifth dimension.  Thus the five recommended categories are: 

· Who you are; 

· What you know; 

· What you have;

· What you typically do; 

· Context.
1.3 Philosophy/ Approach

The TC believes that methods and approaches to trust elevation will evolve to meet evolving threats.

Drivers for this survey include the needs:

· to develop more tools to better manage risk and to adjust in response to changing situations dynamically and flexibly;

· to incorporate context more fully into trust decisions;

· to provide higher levels of trust without in-person identity proofing;

· to be able to accept credentials based on open standards in a wider range of circumstances (acceptance of a credential by multiple RPs), and
· to leverage biometrics more broadly and appropriately than supported by NIST Special Publication 800-63-1.

Use of behavioral habits is becoming increasingly important and can be used to achieve continuous authentication.  Behavioral habits are difficult to spoof. Context-based trust elevation can adjust dynamically to the circumstances surrounding the transaction based on the risk mitigation needs of the relying party application. And, it only needs to be invoked when needed.  Now that context information about individuals (such as the value of their last transactions with a particular vendor) and the status of the device(s) they are using (location of their mobile phone, laptop OS, etc.) is more generally available online, it can increasingly be used as input to elevating trust, as permitted in the jurisdiction.  One of the TC’s goals is to replace passwords, when higher trust is needed, with more context-sensitive approaches that are more secure than a vulnerable shared secret. One desired outcome is a movement towards the elimination of passwords completely. 

1.3.1 Relationship to Levels of Assurance

TC members have participated in the development and evolution of the now-classic four NIST and ISO/ITU-T levels of assurance and so this document is built upon a deep understanding of the concepts and practical applications of trust for authentication purposes.  For the purposes of this survey, trust elevation can occur from one level of assurance to another (as, for example, when a credential has been identity-proofed to a higher level of assurance than the initial mechanism used for presentation) or across levels of assurance.

Trust elevation can also reduce risk within a LOA, as shown in figure 2.
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Figure 2 – Trust Elevation Paths between Levels of Assurance
1.4 Survey Scope

The TC’s goal is to make rapid and focused progress. It does not wish to rediscover conventional wisdom. Therefore, a key goal of this effort is appropriately scoping the effort.

Within Scope

· Identity methods for transactional trust– including appropriate detail about how well they work and their vulnerability gaps;
· Methods of elevation of credential trust within a transaction;

· International;

· Government and private;

· Customer identity rather than methods used inside an organization;

· Multi-channel use scenarios;
· The focus is on Trust Elevation. Though not the focus of this effort, the survey may also consider some examples of trust demotion (including definition of transaction and or session end. For example, in financial services, trust elevation may only be in force for a microsecond. In some contexts, there may be session elevation. Trust Elevation is contextual.)

· There are situations where the authorization component varies even if the person has a higher LOA credential, particularly where authorization is based on particular attributes more than identity.  Note also that some apps may not be able to accept higher LOA credentials. For this initial phase, authorization processes are only tangentially of interest;
· Trust elevation that does or does not cross an LOA boundary, as for example when a Relying Party application applies a numerical scoring algorithm to authentication events rather than utilize NIST Levels of Assurance.
Outside of Scope

· Effort is not expected to be exhaustive due to restricted resources, time frame, lack of access to proprietary approaches and approach details, and new approaches that continually come to market.

· Defining LOAs is off the table for this phase.

· The focus is not primarily credential based, but elevation process based.  That is, the scope of work excludes credential-only AuthN practices; if a transaction authentication is based solely on credential strength, then it doesn’t need to be included.
· Non-person entities (i.e., devices, networks and software agents) are out of scope for this initial phase. 

1.5 Survey Approach

The following survey methods have been carried out and or planned:

· Solicitation of TC members for method examples;
· Solicitation of TC members to identify relevant literature;
· Discussion of goals, terms and method examples at Face-to-Face TC meeting held November 10th, 2011, at the Marriott Renaissance, Washington, DC;
· Polling of other industry entities, software vendors and RP’s not represented on the TC, for input on additional methods used;
· Identification and review of publicly-available material on the first phase question areas 

· Discussion of draft at Face-to-Face TC meetings March 14-15, 2012 in the DC area;
· Analysis and summary of first phase responses and suggested next steps.

2 Trust Elevation Method List

Below is a list of method examples that have been collected as part of this survey.  They are sorted by trust elevation method category (what you are, what you know, what you have, what you typically do and context.)

2.1 Method Category - What you are

2.1.1 Method Type – Biometric 

Biometric trust elevation is the use of distinctive measurements about your physical body and or your behavior that are unique (or nearly so). Biometrics may be grouped into physical biometrics and behavioral biometrics. There are clusters of physical characteristics that can be measured and physically compared to a reference measurement and thus serve to identify an individual. Some biometrics can be spoofed, and reference measurements can be hacked.  Augmenting a primary biometric factor with a liveliness factor can reduce the effectiveness of spoofing, though.  Support for biometrics is increasingly being added to portable devices (laptops, phones).  False rejects are a problem with many biometric techniques, so biometrics frequently are used in combination with other methods to improve trustworthiness. 

Method – Physical Biometric

Physical biometrics includes measurements of the body that are generally immutable and unique. 

General biometric factors include:

· Facial recognition;

· Iris Scan;

· Retinal Scan;

· Fingerprint Palm Scan; 

· Voice. 

Liveliness biometric factors include:

· Pulse.

· CAPTCHA; 

· Temperature.

 Method– Behavioral Biometric
Behavioral biometrics are those based on the person’s physical behavioral activity patterns.  These include:

· Keyboard signature (can be used for continuous trust elevation. Keyboard signature techniques may be adaptive);

· Voice (is both physical and behavioral). 
See also the ‘what you typically do’ category, for behavioral metrics that are independent of physiology.

2.2 Method Category – What You Know 

2.2.1 Method Type – User Name and Password  

The well-known user name and password (UN/PW) may be the initial authentication method which is then elevated, or it may be used as an elevation method for moderate value transactions. It is subject to many attacks, such as keyboard logging, social engineering, phishing, hacking of systems that share common UN/PW, dictionary, etc.  Password reset mechanisms are a significant cost to service providers.  Passwords that are complex enough to be more robust, are generally difficult to remember, so they are often written down, making them insecure yet in another way. UN/PW can be considered a special type of KBA. One of the goals of this effort is to demote the use of UN/PW to lower trust situations and use other means when higher trust is needed.

2.2.2 Method Type – Knowledge Based Authentication (KBA)

· User is asked one or more (sometimes 3 to 5) challenge questions.  The trustworthiness of this method generally relies on two factors, the accuracy of the answers stored by the KBA service provider and the strength of security practices applied to protect the databases storing the answers. These questions may be based on information from: Publicly-available data sources;

· Third party, non-public, reliable data sources such as professional society proprietary data or government entity proprietary data;

· A data aggregator employing competent methods for scoring the accuracy of the data they resell and whose high-scoring data sets provide a greater assurance of accuracy, and therefore trust;

· Multiple third party knowledge-bases that have been cross-checked for accuracy;  (Note: Cross check may be real-time); 
· User relationship transactions (local prior history) that are not generally available to public databases or social networking sites; 
· User-data procured at enrollment time;  
· User questions generated at enrollment time that are scored for being relatively immune to social engineering or availability from a public source (e.g., not “my favorite color is blue.”)  Note: Challenge-response questions can include pictures.
Method – Static KBA

Static KBA relies on questions and answers that do not change.  This method becomes increasingly insecure over time.

Method– Dynamic KBA

Dynamic KBA relies on questions that are user-specific and/or change over time and/or the answers to the questions change over time (e.g., asking the value of the customer’s last VISA transaction.)

2.3  Method Category – What You Have

2.3.1 Method Type – End Point Identity

End Point Identity is an umbrella term that describes any of a number of sub-methods used to identify the device by which the user is accessing the service provider.  Transactions are considered less risky when a known device is used. If an unknown device or a compromised device is used, then additional methods may be required to mitigate risk. Gathering information about an end point device is sometimes called device fingerprinting. End point identity attributes may include:

· Landline number;

· Mobile phone number and or SIM and or OS;

· IP address, router, provider;

· Cookie, OS, browser, chip.

The end point identity chain of trust can also include software tokens/digital certificates that provide information about other layers of the data stack. 

2.3.2 Method Type – Token

This method relies on possession of a hardware or software token.  See also end point identity.  See also out of band and OTP as tokens are often used as a second channel. If the token is used as a primary authenticator, it falls out of scope of this document.  If however, the token is presented as a second or additional method of authentication, its presence is relevant. 
Hardware tokens include:

· Proprietary tokens;

· USB tokens;

· Smart Cards;

· Mobile phone and or SIM. 
Software tokens include:
· Digital certificates;

· Cookies.
2.3.3 Method Type – Out of Band  

Out of band refers to the use of a second, separate communications channel for the relying party to acquire a second factor for authentication from the end user or a previously-identified third party.  Out of band may even function as a primary channel if the initial primary channel has been compromised.  This method is only as secure as the second channel is secure. Variations include all manner of communications channels such as the following.  Each variant has its own risk profile.  

· User calls service provider from a registered phone;

· Response to a phone call from the service provider;

· Response to an email from the service provider;

· Response to an SMS message from the service provider;

· Response to a mobile application transaction initiated by the service provider;

· Response to a post card;

· Response to a letter, registered or otherwise.

2.3.4 Method Type – One Time Password (OTP)

An OTP is a password that is provided to the user for a single session or transaction.  The OTP is provided via a second channel, and therefore requires the user to possess a device or to control physical access to a channel. OTPs circumvent many UN/PW attacks and may be distributed via numerous channels, each of which has its own risk profile:

· Email;

· Mobile phone voice message;

· Mobile phone SMS message; 

· Mobile phone application;

· Landline voice message;

· Mail (postcard, letter, registered mail, etc.);

· Proprietary hardware token with password generation capability.

2.4 Method Category – What You Typically Do

What you typically do consists of attributes related to an individual’s repeated behaviors or behavioral habits. We differentiate this category from biometric behaviors that have a physical component such as key signature and voice.  It includes attributes related to correlation or statistical analysis of actions such as:

· Browsing patterns (order in which pages are accessed, duration of access, links accessed, etc.); 
· Time of access;

· Type of access, etc.  

This technique can be used for continuous authentication.  It can frequently differentiate between a returning, known individual and an impostor.  This technique is less useful for new users.  
2.5 Method Category – Context
Context consists of any additional attributes relevant to the user or situation. Some of these are specific to other trust elevation methods and some are generic. Context-based trust elevation can adjust dynamically to the circumstances surrounding the transaction based on the risk mitigation needs of the relying party application, and, it only needs to be invoked when needed. Context includes, but is not limited to:
· Location;

· Time of access;

· Frequency of access;

· Party; 

· Prior relationship ;

· Social relationship; 

· Source and endpoint identity attributes such as

· Date of last virus scan

· IP address

· Subscriber identity module (SIM)

· Device basic input/ouput system (BIOS)

· Virus scan software version

· CallerID

· Cookie (presence and or contents);

· Multi-channel combination;

· Credential lifecycle attributes;

· Certificate binding and or other chain of trust attributes;

· Secure device with user specific disk allocation.

Appendix A. Method Examples 
As part of this effort we collected method examples. It is the intent of the TC to analyze and normalize the method examples submitted in a future stage.  The goal of this first stage is to collect the method examples.  To facilitate the normalization step we started with an agreed upon (Alternate) Method Example Template.
Initial (Alternative) Method Example Template
The text of the template initially used to collect trust elevation method examples is known as the Alternative Template for Trust Elevation TC.  Its full text is provided below:

What we’re trying to do is collect information on both trust elevation techniques and/or transactional trust methods organizations may use or which are generally known within the industry.  

An example of trust elevation is logging on to a website with a userID/password pair and the site challenges the end user with a series of personal questions that must be answered correctly before the system authorizes access to the application.

An example of transaction trust is logging on to a bank’s website with a userID/password pair and the site applies several techniques to satisfy the bank examiners’ requirement for two-factor authentication behind the scenes, so to speak, that the end user never sees.  These can include behavioral pattern analysis, IP checking, etc.

Each method example is presented using the following normative template sections:
1. Trust elevation or transaction trust or both or something else?

2. Brief description of services/apps being protected and is risk deemed low, medium or high?

3. Brief description of methods, techniques, services used to ensure adequate assurance of user identity.  Feel free to be as specific or as vague as you are comfortable with.  If you’re too vague, we’ll discuss.

4. Regulatory requirement(s) for authentication approach or internal IT security risk mitigation?

5. How well does (do) it (they) work?  How well do the techniques work to keep the right users in and the wrong users out?

Method Organization

Method examples are grouped by categories: what you are, what you know, what you have, behavior, context, hybrid and credential.  Since credential (hard token) only use cases are outside of scope, examples that include credentials are grouped separately.  The method examples include references to various categories of attributes and to various approaches for gathering and evaluating these attributes. 

What You Are
Biometric Behavioral Analysis Method Example 
1. Trust elevation or transaction trust or both or something else?
a. Trust elevation 

2. Brief description of services/apps being protected and is risk deemed low, medium or high?
a. Various business transactions – medium to high.

3. Brief description of methods, techniques, services used to ensure adequate assurance of user identity.  Feel free to be as specific or as vague as you are comfortable with.  If you’re too vague, we’ll discuss.
a. Service Provider monitors a range on online behaviors.  These behaviors may be analyzed and combined with information about the current transaction to determine a risk score.  Based on the result of the risk score, the transaction may be declined, or the user may be required to utilize an additional trust elevation method.
b. Behaviors monitored may include
i. Keyboard signature - can be used for continuous trust elevation, but can have a high rate of false rejects 

ii. Mouse signature
c. Voice - is both physical and behavioral. Voice measurements vary with stress and background noise.
d. Behaviors monitored may include
e. When monitoring is ongoing, rather than just at the point of trust elevation, this method may be a form of continuous authentication. This method may be adaptive and learn about new or additional behaviors. 
4. Regulatory requirement(s) for authentication approach or internal IT security risk mitigation?

a. FFIEC guidelines.  Know your customer rules (U.S.)

5. How well does (do) it (they) work?  How well do the techniques work to keep the right users in and the wrong users out?

a. Persons are constantly changing their behavior 

b. Need to know the person (have sufficient behavioral samples) for this to be useful

c. Key signature can vary widely within an individual due to stress, deadlines, caffeine levels, injuries, etc.

d. Voice can vary with stress and filters of background noise.

e. Behavior patterns may be multi-modal.  (E.g. user lives in NY, but often travels to FL during the winter.)
f. Various behaviors can be combined to form a more accurate, composite metric.

g. Multi-stage behaviors can be monitored (e.g. change of address, followed by a request for a large withdrawal)  

h. This method is a common component of Financial Services Industry fraud detection methodologies

i. Risk tolerance needs to be tuned to the transaction risk

j. If a person’s behavior exceeds the norms established for their identity, additional methods may be requested.

What You Know

KBA Method Example 

1. Trust elevation or transaction trust or both or something else?

a. ​Trust elevation

2. Brief description of services/apps being protected and is risk deemed low, medium or high?

a. Risk is considered moderate-to-high.  Online access to personal medical records or corporate records or financial transaction.
3. Brief description of methods, techniques, services used to ensure adequate assurance of user identity.  Feel free to be as specific or as vague as you are comfortable with.  If you’re too vague, we’ll discuss.
a. User logs into portal with username/password 

b. User has accessed portal from an unusual location or some other risk factor is noted in the context or additional trust is needed for requested action.

c. User is asked to answer one or more (sometimes 3 to 5) challenge questions.

i. Based on third party knowledge-base or

ii. Based on third party non-public reliable data sources such as professional society proprietary data or government entity proprietary data, e.g., data not aggregated from publicly-available sources or

iii. Based on information from data aggregator that employs methods for scoring the accuracy of the data they resell and whose high-scoring data sets provide a greater assurance of accuracy, and therefore authentication, than those who do not or

iv. Based on information gathered from multiple third party knowledge-bases that has been cross checked for accuracy or

v. Based on information about relationship transactions with the user that are not generally available to public data bases or social networking sites or 

vi. Based on information procured from the user at enrollment time or

vii. Based in information questions generated by the user at enrollment time that are scored for being relatively immune to social engineering or availability from a public source (e.g., not my favorite color is blue.) 

d. User answers the questions.

e. System calculates that the probability the end user is who she claims to be is sufficiently high to authorize access.  Most algorithms are proprietary.

f. Access is granted if information is sufficient.

g. If the information is insufficient, user may be given a second chance, but at least some (two out of five) of the questions should have been changed.

h. Before the user is questioned again, the questions or at least two out of five of the questions are changed so that the process is not vulnerable to key loggers, etc. (Dynamic KMA.)

4. Regulatory requirement(s) for authentication approach or internal IT security risk mitigation?

a. Privacy Act of 1974 as amended.
b. While there are regulatory requirements for US banks to use two-factor authentication, this method example mitigates the increased risk caused by the user requesting access from a new location (IP address.)

c. New FFEIC guidelines.

d. Personal Information Protection and Electronic Documents Act (PIPEDA) of Canada

e. Note, KBA based on public information is not allowed outside US.
5. How well does (do) it (they) work?  How well do the techniques work to keep the right users in and the wrong users out?
a. The effectiveness is dependent on the knowledge base and use.
i. There is a decline in efficiency with repeated use of same static KBA questions.

ii. Static KBA based on public information or information commonly shared on social networking sites is vulnerable to social engineering attacks and is not secure.
iii. Dynamic KBA (questions change) is safer than static KBA, which is subject to key loggers and successive guessing attacks.

iv. Trust elevation using public data is dependent on the quality of the questions.  Knowledge of static public information does not identify a public figure.

v. Relationship specific questions can be more secure, especially if the questions are highly specific to the relationship (value of previous transaction for example. 

vi. Questions that are not public information that are asked during enrollment can also be valuable, though this type of information is increasingly available though social networks. 

vii. Proprietary databases, such as the AMA database, are more secure than public databases.

viii. There are usability issues.

1. How many questions should be used?
2. Are prepared questions used at registration, or the user can make their own questions?
3. Can the actual person answer correctly? 
ix. Other limitations 

1. Is scoped to session.

2. KBA based on public information is not allowed outside US.
3. The system must provide an alternate path for authorized users who are not able to pass the KBA screen.
x. Note OpenID can be considered KBA.

b. May be used in combination with other methods.

c. Use of dynamic KBA in context has potential to elevate trust.
Out of Band Address Verification Method Example 

1.  Trust elevation or transaction trust or both or something else?

a. Trust Elevation by out-of-band transaction plus KBA.
2. Brief description of services/apps being protected and is risk deemed low, medium or high?

a. Medium. 

3. Brief description of methods, techniques, services used to ensure adequate assurance of user identity.  Feel free to be as specific or as vague as you are comfortable with.  If you’re too vague, we’ll discuss.
a. User accesses a portal

b. User wishes to subscribe to its privileged services
c. User is asked to verify identity by providing a code sent to him/her by mail.  Mail verification may be performed in-house or by a service.
4. Regulatory requirement(s) for authentication approach or internal IT security risk mitigation?

a. For situations in which the individual needs to be positively identified. 

5. How well does (do) it (they) work?  How well do the techniques work to keep the right users in and the wrong users out?
a. Effective for weeding out fraudulent use of credentials by non-family member.  Less effective for family members who could intercept mail.  

b. Takes several days (is not immediate).

c. Requires several consecutive extra steps by user.  Therefore works best in situations where the user is motivated to continue with the transaction.  (Has a high drop off rate.)

d. Use of third party address verification service can be cost effective compared to RP’s own manual (less automated) mailing, and allows mailing can be leveraged over multiple RP’s and over multiple transactions with each RP

e. Subject to change of address attacks.

i. So note time of last change of address and include in risk profile.

ii. Make sure confirmation mailing is sent to old address whenever address is changed.

What You Have

End Point (Device) Attribute Method Example 
1. Trust elevation or transaction trust or both or something else?
a. Trust elevation and transaction trust

2. Brief description of services/apps being protected and is risk deemed low, medium or high?
a. Moderate to high levels of assurance

3. Brief description of methods, techniques, services used to ensure adequate assurance of user identity.  Feel free to be as specific or as vague as you are comfortable with.  If you’re too vague, we’ll discuss.
a. End Point Identity is any of a number of sub-methods used to identify the device by which the user is accessing the service provider.  Information about an end point device is sometimes called device fingerprinting. 
b. User wishes to access services that require more trust 
c. Depending on the trust level required, the system may access end point identity attributes to provide information about the access device including
i. Landline number
ii. Mobile phone number 

iii. Geo location
iv. IP address, router, provider
v. Cookie, OS, browser, chip
d. If a known device/connection is used, then transaction is allowed. If an unknown device or a compromised devise is used, then additional methods may be required to mitigate risk.
e. Attributes may be credentialized and accessed via software tokens to provide more security
f. Note that attributes may relate strictly to the endpoint device or also to the way in which the device is connected to the service provider (e.g. router or provider information) 

4. Regulatory requirement(s) for authentication approach or internal IT security risk mitigation?
a. FFIEC guidelines.  Know your customer rules (U.S.) Various.

b. Agency use where hardware token is required.

5. How well does (do) it (they) work?  How well do the techniques work to keep the right users in and the wrong users out?
a. This is a relatively customer friendly approach. Use of device attributes is transparent to the user, except in situations where a discrepancy is identified.

b. The fundamental weakness is the binding between the endpoint and the human operator.  This can be mitigated by 

i. Combining with other methods such as voice recognition or keystroke signature, or iris scan, etc.

ii. Using endpoint device (mobile phone or home phones, or office computer) that is either in a controlled, registered, environment or is quickly missed if it goes astray (mobile phone)

iii. Using other forms of end point validation, for example based on contextual info including last login. E.g., if a person has logged onto devices physically in NY and Tokyo within 5 minutes, the cloud could recognize that (at least one) device is obsolete/compromised will terminate the session.

Cookie Method Example 
1. Trust elevation or transaction trust or both or something else?

a. Trust elevation 

2. Brief description of services/apps being protected and is risk deemed low, medium or high?

a. Access to ecommerce site – low to medium.

2. Brief description of methods, techniques, services used to ensure adequate assurance of user identity.  Feel free to be as specific or as vague as you are comfortable with.  If you’re too vague, we’ll discuss.
a. Method is also referred to as HTTP cookie, web cookie, or browser cookie

b. Site registers user and their machine.  

c. Site places a persistent cookie on user’s computer

d. When the user returns or requests a transaction at a subsequent visit, site checks for cookie to confirm that returning user is using a recognized device.

4. Regulatory requirement(s) for authentication approach or internal IT security risk mitigation?
a. FFIEC guidelines.  Know your customer rules (U.S.)

5. How well does (do) it (they) work?  How well do the techniques work to keep the right users in and the wrong users out?
a. Banks are moving away from cookies

b. Tracking cookies can break user privacy

c. There are more secure variations that only work with HTTPS. 

Use of Tokenized Device/Network Attributes Method Example 

1. Trust elevation or transaction trust or both or something else?
a. Transaction Trust

2. Brief description of services/apps being protected and is risk deemed low, medium or high?
a. Online banking – medium/high 

3. Brief description of methods, techniques, services used to ensure adequate assurance of user identity.  Feel free to be as specific or as vague as you are comfortable with.  If you’re too vague, we’ll discuss.
a. User subscribes to a portal service

b. User enrolls a hardware token with the RP

c. User will use the hardware token to authenticate for higher LOA. The tokenized attributes transmit information about device, transport and transport integrity for use in risk calculations. 

4. Regulatory requirement(s) for authentication approach or internal IT security risk mitigation?
a. FFIEC guidelines.  Know your customer rules (U.S.)

5. How well does (do) it (they) work?  How well do the techniques work to keep the right users in and the wrong users out?
a. Passing of attributed in signed tokenized form reduces attack surface, and improves trust in attributes.  Technique includes chaining of tokens from some/all levels of stack. 

b. Use of attributes reduces impersonation risk and man in the middle attacks.

c. Use of multiple tokens supports use of more sophisticated, multi-step risk assessment algorithms.

Banded platform Trust Elevation by integration of an isolated processor secured storage for storing tokens 
1. Trust elevation or transaction trust or both or something else?
a. Trust elevation
b. Transaction trust
2. Brief description of services/apps being protected and is risk deemed low, medium or high?
a. Online banking – high
b. Confidential corporate information – high.
c. Agency to Agency data sharing – high

3. Brief description of methods, techniques, services used to ensure adequate assurance of user identity.  Feel free to be as specific or as vague as you are comfortable with.  If you’re too vague, we’ll discuss.
a. Endpoint  device with a unique  platform Identity registered/provisioned  for registered user(s) in an immutable storage (e.g. Processor Secured Storage)

b. Biometric as “who you are” such  as IRIS, Fingerprint, keystroke signature, etc are provided to elevate trust

c. Cloud authenticates the user ID and password and the platform identity and biometric credentials 

d. Access is granted to user(s) and depending on verification of multifactor authentication user can perform basic or restricted actions including secure peer2peer (P2P) communications (e.g. secure P2P video, secure P2P VOIP, secure P2P file sharing.

4. Regulatory requirement(s) for authentication approach or internal IT security risk mitigation?
a. Know your customer rules (different for banks, agencies, various enterprise, etc.)
5. How well does (do) it (they) work?  How well do the techniques work to keep the right users in and the wrong users out?
a. As part of multifactor authentication a banded tablet gets connected to the private cloud only if the provisioned platform ID and biometrics match beyond the traditional user login and password. Additional contextual credentials can also be used (e.g. GPS coordinates and last login plus associated policies set)
b. Any mismatch terminates the session 
6. More detailed description of method.

A service provider private cloud (e.g. enterprise IT) that has determined its electronic authentication requirement at NIST Level 3+ manages its banded platforms. There are number of required ingredients to establish trust to such a private cloud including 3 out of 4 typical basic elements below required for a verified session:

1. What you know (shared secrets such as login, passwords and series of public/private info )
2. Who you are (secured biometrics coupled with device identity including liveliness)
3. What you have (hard/soft tokens, Immutable device identity or an alias)
4. Contextual Intelligence (Location, Time, Chronology of events and history)
· The Service provider receives an electronic identity credential from an end-user that is recognized as a Level 1 credential (login + password).  
· By applying one or more recognized methods for assessing the identity of the end-user the service provider is able to assure itself that the presented credential actually represents the asserted identity at higher level(s) of assurance comparable to NIST Level 2, 3 or 4. 
· Level 3 and 4 can be achieved by electronic product identity provisioned into the banded platform by IT and stored encrypted in the endpoint device’s secured storage/vault. This vault/secured storage is as atomically close to the SoC as possible and both initially and dynamically, pulled by the cloud server for verification.

· Cloud and Data Center policies are applied and managed as required depending on various trust level demand. For example additional policies including biometric or encrypted GPS credentials or IP address possibly using the white list  provisioned by the cloud login server as auxiliary credentials for the multifactor authentication  purposes.
Pre-requisites assumed
· Assume that a consumer electronics manufacturer such as a PC OEM stores and locks the PlatformID (PID) in a dedicated immutable secured storage on the device. (e.g., an integrated storage such as Processor Secured Storage- PSS). The platform ID may be derived from the unique PSS identity provision at point of manufacturing.
· The platform ID can be aliased based on privacy and security policies and requirements.
· The Platform is able to provide additional Geo/IP based info to the cloud (e.g. GPS, History, both…) 
Overview Of The Flow
·  The IT shop pairs the tablet to the private cloud. 
·  Tablet provides Platform ID that is OTPed in the platform. 
·  Cloud identifies the platform and creates a shared key in the cloud and provisions the shared key to the Tablet to be stored in the tablet immutable storage such as a processor secured storage  as the license (encrypted.) 
· Tablet is assigned to user “a” who creates an electronic login “a123” and strong password (NIST L1 suffices here.) 
· Cloud identifies the user login and password, binds it to the shared key generated for the device.
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· Cloud server after the user has logged in before allowing access to additional navigation queries the tablet and verifies the shared key
· Extracts the encrypted key provisioned in immutable secured storage and maps it against the platform ID and secure storage’s unique ID
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· If all is good green-bar on connect button shows on screen and establishes a session key.
· Server dynamically, as a function of the policies provisioned, re-queries the device and if all credentials remain intact will maintain the connection, else terminates the session. (Note that we may use GPS or IP as second level credentials.)
· If Level1 credential does not match platform provisioned for the user, a “Kill Pill” is issued for the device and associated login name.

Behavior

Behavior Method Example 
1. Trust elevation or transaction trust or both or something else?
a. Trust elevation 

2. Brief description of services/apps being protected and is risk deemed low, medium or high?
a. Access to ecommerce or financial site – low to high  

b. May also be used for marketing purposes, in lower value transactions.

3. Brief description of methods, techniques, services used to ensure adequate assurance of user identity.  Feel free to be as specific or as vague as you are comfortable with.  If you’re too vague, we’ll discuss.
a. User wishes to engage in a higher value transaction
b. System compares multiple behavioral elements of their current session to the patterns of previous sessions. (This may include pages accessed, order of access, duration of access, links used, time of access, day of access, etc.) 

c. If the patterns are similar enough, based on risk analysis, the user is allowed to continue

d. If the patterns are sufficiently different, the user may be requested to use an additional method to elevate trust.
6. Regulatory requirement(s) for authentication approach or internal IT security risk mitigation?

a. FFIEC guidelines.  Know your customer rules (U.S.)

7. How well does (do) it (they) work?  How well do the techniques work to keep the right users in and the wrong users out?
a. People’s behaviors naturally vary, leading to false rejects

b. Works best with returning users for whom a sufficient sample of baseline behavior is available

c. Is difficult to spoof

d. Can be used to achieve continuous authentication

e. Allows for detection of impostors that have evaded other methods.

Context
Multi-Attribute-Based Trust Elevation Service Method Example (AKA Fraud Detection) 

1. Trust elevation or transaction trust or both or something else?
a. Trust  elevation

2. Brief description of services/apps being protected and is risk deemed low, medium or high?
a.  eCommerce – medium/high 

3. Brief description of methods, techniques, services used to ensure adequate assurance of user identity.  Feel free to be as specific or as vague as you are comfortable with.  If you’re too vague, we’ll discuss.
a. Use of fraud detection service (some of which have optional KBA) to elevate trust when a significant transaction is requested. These services can be activated after initial authentication. These services draw on multiple outside databases used in combination to assess the risk that the user is not the actual user. (Attributes include location, previous transaction patterns, etc).
4.  Regulatory requirement(s) for authentication approach or internal IT security risk mitigation?
a. Internal risk mitigation

5. How well does (do) it (they) work?  How well do the techniques work to keep the right users in and the wrong users out?
a. All are subject to data quality issues. And data source quality issues, which can be mitigated by data verification practices. 
b. Latest FFIEC guidance is that basic challenge questions should no longer be considered as a primary control for effective risk mitigation.  

Cloud Access Method Example 

1. Trust elevation or transaction trust or both or something else?

a. Trust elevation 

2. Brief description of services/apps being protected and is risk deemed low, medium or high?
a. Medium – sufficient risk to involve third party Integrity management Service. 

3. Brief description of methods, techniques, services used to ensure adequate assurance of user identity.  Feel free to be as specific or as vague as you are comfortable with.  If you’re too vague, we’ll discuss.
a. A user on a client computer seeks to gain access to resources located at Cloud Provider (e.g., Saas, PaaS).  In addition to being authenticated by an Identity Provider (IdP), the client computer’s context needs to be integrity-evaluated by a trusted Integrity Measurement Service (IMS). The IMS is assumed to be a participant under the same Trust Framework as the Cloud Provider.

b. As part of the trust level evaluation by the IdP, the IdP re-directs the client to the IMS service.  The client and the IMS service then execute the integrity measurement protocol (single round or multi-round), resulting in the IMS service establishing (assigning) a "trust score" for the client platform (hardware and software). The IMS service then returns the trust score to the IdP via a back channel process in the form of a SAML signed assertion.

c. The IdP then includes the client's trust score when the IdP computes the trust level (e.g., LOA) assigned to the user on the client computer. 

d. This approach allows the consumer of the LOA assertions/claims (e.g., a service provider) to obtain a better picture about the human user (e.g., her/his identity) as well as the different client platforms that she/he is connecting from (e.g., PC computer, iPad, mobile phone, etc).

4. Regulatory requirement(s) for authentication approach or internal IT security risk mitigation?

a. No regulatory requirements specifically identified.

b. Very helpful for security risk mitigation.

5. How well does (do) it (they) work?  How well do the techniques work to keep the right users in and the wrong users out?
a. This approach allows you to get a context-based assertion about a user’s environment to further evaluate trust independent of the LOA of the credential.  For example, on a compromised machine, you may not want to trust even a good credential.  

b. Depends on the RP’s quality parameters.  When does it require use of the IMS?  Which IMS services are acceptable? What risk measurement results from the IMS are acceptable? 

c. A number of platform attributes can be defined:  BIOS, antivirus version, last time of last virus scan, etc.  One needs to differentiate between the platform as context (which could be a device in a web café) and something you have.  One must also differentiate between trust in the individual and trust in the conduit.
Hybrid Methods
Emergency Access to Patient Healthcare Information – a European Method Example 
1. Trust elevation or transaction trust or both or something else?
a. Trust  elevation

2. Brief description of services/apps being protected and is risk deemed low, medium or high?
a.  Healthcare - medium/high. Scenario is a patient from country A (Italy) who is unconscious in country B (France) and therefore unable to authorize doctor in country A to have access to his medical records. 

3. Brief description of methods, techniques, services used to ensure adequate assurance of user identity.  Feel free to be as specific or as vague as you are comfortable with.  If you’re too vague, we’ll discuss.
a. When a patient is traveling abroad, he/she may require medical treatment in a hospital/clinic/pharmacy of a European Patients Smart Open Services (epSOS)’ participating nation. Each participating country has a national infrastructure that runs under the local security regulations.  The national infrastructure is connected to the single point of contact (National Contact Point, NCP) which is responsible for data exchange amongst all the other NCPs.  Each NCP obtains a keypair from a certification authority that is legally accredited by the European omission, respecting a certificate layout.  Certificates are sent in a signed XML named NSL (National Service List) that is an ASTM TSL.  These are stored in a central repository.  Every quantum of time, the NCP s sync (resync) with the central service downloading the NSL of all the other countries.  So the repository is considered secure and revocation is not checked by the NCP as the certificates found in the NSL are considered to be safe. Two assertions are required for a doctor to access a patient’s medical records: an Identity Assertion (IdA) for the Doctor and Treatment Relationship Confirmation (TRC) assertion.

b. The doctor begins by authenticating into the hospital system (method determined by local hospital.)

c. Software running on the doctor’s desktop initiates an epSOS transaction to the patient’s country requesting a remote document. The message is protected with a Kerberos token.  The NCP issues an AUTHN assertion vouching for the doctor and signs the assertion with its NSL certificate.  This assertion contains XSPA attributes, subject is the doctor, subject confirmation is sender-vouches.  The fact that the NCP is vouching for the doctor and is not authenticating the doctor is part of the framework agreement with countries. The NCP issues a SAML IdA for the doctor (LOA-1 or LOA-2.)

d. Next the doctor searches for the country A patient’s identifier. 

e. Next the patient must confirm he is having treatment with the doctor.  If the patient is able to participate, the method the patient uses is defined under local legislation (Austria defines a method based on the patient’s card, the patient inserts a card into the card reader that contacts a remote service coupled with the TRC-STS that endorses the treatment for 28 days..  In country B the responsibility is with the doctor.  A pop-up window appears in the doctor’s portal asking if he really wants to start a transaction for the patient ID for the purpose use of TREATMENT. ) 

f. Since the patient is not able to participate, the doctor starts a transaction for the patient ID for the purpose of EMERGENCY.

g. The doctor needs to re-use the IdA (and any other locally defined factors) to go to LOA-3. The Identity Provider of the NCP collaborates with the national infrastructure to reach this goal [this method is still unspecified and the NCP team is open to inputs from this TC.]

h. Now the IdA with LOA-3 is used to obtain a new TRC assertion for the patient ID.  The national TRC-STS is required to provide such an assertion in an emergency (as an attribute in the IdA). To mitigate the risk of abuse of EMERGENCY TRCs and IdAs, some countries have counter measures.  For example, red-flag audits that limit the number of emergency authorizations. 

i. Now the new LOA3-IdA and the EMERGANCY TRC are sent along with the epSOS transactions.

j. The Patient’s previous privacy consent is checked to determine if access is approved in an emergency.  An XACML policy may deny access if LOA is less than 4. 

k. Each transaction generates an audit trail that is sent to an audit record repository (AAR).

4. Regulatory requirement(s) for authentication approach or internal IT security risk mitigation?
a. Healthcare requirements (various European nations)

5. How well does (do) it (they) work?  How well do the techniques work to keep the right users in and the wrong users out?
a. Approach trusts judgment of credentialed health care providers with opportunity to audit after the fact for misuse.   

b. There are some national regulations (e.g., in Italy, after 6 emergency accesses per hour, the elevation would not be possible. The value is calculated by querying the audit record repository. [Note baring elevation after 6 emergency accesses per hour could be problematic in some situations such as a serious bus accident.]

Trust Elevation by Verification of Service Subscription at an Address Method Example 

1. Trust elevation or transaction trust or both or something else?
a. Trust elevation

2. Brief description of services/apps being protected and is risk deemed low, medium or high?
a. Commercial  and government services  medium/high

3. Brief description of methods, techniques, services used to ensure adequate assurance of user identity.  Feel free to be as specific or as vague as you are comfortable with.  If you’re too vague, we’ll discuss. 

a. User wishes to access privileged services

b. User is asked to present an address from which the user has enrolled for required services

c. If user’s address has  been verified, it is used to determine that the user is enrolled for the required subscription

d.  If user’s address has not been verified, user is presented with alternatives for verifying their address before proceeding.

4. Regulatory requirement(s) for authentication approach or internal IT security risk mitigation?
a. Various.  FFIEC guidelines.  Know your customer rules (U.S.) 

5. How well does (do) it (they) work?  How well do the techniques work to keep the right users in and the wrong users out?
a. May takes several days (is not immediate) if address is not previously verified

b. May require several consecutive extra steps by user.  Therefore works best in situations where the user is motivated to continue with the transaction.  (Has a high drop off rate.)

c. Additional check for service subscription further reduces risks. 

d. Still subject to impersonation attacks for commonly subscribed services

e. Still subject to change of address attacks.

i. So note time of last change of address and include in risk profile.

ii. Make sure confirmation mailing is sent to old address whenever address is changed.

Reuse of Primary Authenticator Method Example 
1. Trust elevation or transaction trust or both or something else?
a. Trust elevation 

2. Brief description of services/apps being protected and is risk deemed low, medium or high?
a. Access to online bank account – medium 

3. Brief description of methods, techniques, services used to ensure adequate assurance of user identity.  Feel free to be as specific or as vague as you are comfortable with.  If you’re too vague, we’ll discuss.
a. User should be able to reuse his/her credentials at each LOA as long as the credential meets the Bank’s LOA requirements.
b. User wishes to subscribe to online services of Bank A;
c. Bank A requests the user to obtain a credential that satisfies its level of assurance for the service it offers. The user could obtain the credential from any commercial Identity Provider (IdP) permitted by Bank A;
d. User chooses IdP X as his/her Identity Provider and obtains a credential (IDFIN) for online financial transaction from IdP X;
e. Bank  A confirms acceptability of IDFIN (accepting  any liability for accepting IDFIN) and User registers his/her IDFIN with Bank A;
f. User then wishes to subscribe a different type of service from Bank B;
g. Bank B requests the user to obtain a credential that satisfies its level of assurance for the service it offers. The user could obtain the credential from any commercial Identity Provider (IdP) permitted by Bank B ;
h. User already has IDFIN from IdP X that would satisfy Bank B level of assurance requirement;
i. Bank B confirms acceptability of IDFIN (accepting any liability for accepting IDFIN), and User registers his/her IDFIN with Bank B.
4. Regulatory requirement(s) for authentication approach or internal IT security risk mitigation?
a. US banks are required to use two-factor authentication for online banking.

5. How well does (do) it (they) work?  How well do the techniques work to keep the right users in and the wrong users out?
a. LOA will vary based on token and binding;

b. Need to consider separately the identity proofing trust levels for the policy provider and the consumer;  

c. Need trust framework for credential provider and for multiple RPs;

d. Tokens are generally stronger than userID/Password;

e. This example is reuse of a token.  It could in theory share seed for software token and use primary authenticator that can register at multiple banks;

f. Protects against credential duplication. If each LOA had standard trust elevation requirements, then a user would know the type of acceptable credentials to be used at service provider for a particular LOA function. User should be able to reuse his/her credentials at each LOA as long as it meets the service provider’s LOA requirements.

Split Large (Risky) Transactions into Multiple Smaller Transactions Method Example 

1. Trust elevation or transaction trust or both or something else?

a. Transaction Trust

b. Risk mitigation
2. Brief description of services/apps being protected and is risk deemed low, medium or high?

a. Online banking – medium/high 

3. Brief description of methods, techniques, services used to ensure adequate assurance of user identity.  Feel free to be as specific or as vague as you are comfortable with.  If you’re too vague, we’ll discuss.
a. User login to a bank account

b. User initiates  a large wire transfer

c. User is asked to break the transaction into N transactions so that wire transfer is within risk limit

d. User is required to authenticate for each of the N transactions

5. Regulatory requirement(s) for authentication approach or internal IT security risk mitigation?

a. FFIEC guidelines.  Know your customer rules (U.S.)

b. Also risk mitigation.

5. How well does (do) it (they) work?  How well do the techniques work to keep the right users in and the wrong users out?
a. Better matching of financial risk to levels of trust. If subsequent transaction portions are required to use a separate channel, trust can increase with successive portions.

b. Protects against man in the middle attacks.

c. In the US, may reduce reporting requirements.

Secondary Approval of a Financial Transaction on Mobile Method Example 

1. Trust elevation or transaction trust or both or something else?
a. Both

2. Brief description of services/apps being protected and is risk deemed low, medium or high?
a. Mobile bank-application that allows approval of a transaction initiated by another user – medium 
2. Brief description of methods, techniques, services used to ensure adequate assurance of user identity.  Feel free to be as specific or as vague as you are comfortable with.  If you’re too vague, we’ll discuss.
A user needs to access his/her online bank account using a mobile device to approve a transaction initiated by another individual. 

a. User registers with the bank and gets a bank-provided signing credential as part of the banks onboarding process or registers a signing-credential from a vendor acceptable to the bank.
b. User launches online bank-application on mobile.
c. User provides logon-credential to access the bank-application
d. Bank-application verifies logon-credential
e. Bank-application checks if the mobile is registered with the Bank. If the mobile is not registered with the bank, then request user to register the device with the Bank before accessing accounts. [Transaction Trust]
f. User accesses his/her account and picks the transaction he/she needs to approve.
g. Bank-application requests the user to provide signing-credential before approving the transaction with his/her signature.
h. Bank-application verifies signing-credential and allows the user to approve the transaction. 
4. Regulatory requirement(s) for authentication approach or internal IT security risk

a. US banks are required to use two factor authentications for on-line banking.
5. How well does (do) it (they) work?  How well do the techniques work to keep the right users in and the wrong users out?
a. The ubiquity of mobile phones has increased the use of credentials for trust elevation. 

b. User must register their mobile device with the Bank. 
c. A user only needs to use logon-credential for accessing account and read reports. However to initiate or approve a transaction, he/she need to have signing-credential.
d. User needs to use signing-credential to initiate or approve any transaction. 
e. Logon credential need to be different from signing credential. If they are the same, then only privileged user with higher LOA should initiate or approve a transaction
f. Both logon-credential as well as signing-credential could be a combination of two authentication factors.
g. Signing-credential should have higher LOA than logon-credential. 
h. This protects against General threats
i. This protects against Credential Duplication
j. This protects against Phishing
k. This protects against hard token loss not being detected.  
Customer Retention Method Example 

1. Trust elevation or transaction trust or both or something else?

a. Transaction trust (session based.) 

2. Brief description of services/apps being protected and is risk deemed low, medium or high?

a. Website with a variety of offerings that are of varying (at least two) levels of risk, low and medium.

3. Brief description of methods, techniques, services used to ensure adequate assurance of user identity.  Feel free to be as specific or as vague as you are comfortable with.  If you’re too vague, we’ll discuss.
a. User accesses a bank public portal.

b. User login to the portal with publically available IdP (Google) credential to view privileged information

c. User chooses to be a subscriber of the bank and information obtained from the IdP is used for the subscription.  (User is converted to customer.)

d. This example uses Ping Federate and the Axiomatics XACML Policy Server to achieve context-based access control (depending on the source of the authentication).

e. In this example, the way attributes are collected and converted is via custom-written code as there currently is no standard in XACML to take into account trust elevation (or augmented credentials.) [There is an opportunity to define a standard for this.] Also, Google (for instance) doesn't release a lot of information because it doesn't trust the requestor (in this case the decision point or 'PDP'). The PDP would need to strengthen its trust relationship with the IdP in order to retrieve more attributes. How much info you give to the end user depends on level of trust that exists between the parties. [There is an opportunity for developing a method of trust between two business entities.] 
4. Regulatory requirement(s) for authentication approach or internal IT security risk mitigation?
a. While there are regulatory requirements for banks to use two factor authentication, this method example is focused on customer retention, and turning casual visitors into customers by allowing visitors to start using low level actions initially and only requiring additional authentication efforts for higher LOA activities.

5. How well does (do) it (they) work?  How well do the techniques work to keep the right users in and the wrong users out?
a. There could be four different credentials involved if the RP was a bank ((1) nothing, (2) low LOA credential that is readily available, (3) bank ID and (4) bank second factor.) 

LOA-3 Using Online Identity Proofing via OTP and KBA 
1. Trust elevation or transaction trust or both or something else?
a. Trust elevation

2. Brief description of services/apps being protected and is risk deemed low, medium or high?
a. Business transactions – LOA-2 and LOA-3

3. Brief description of methods, techniques, services used to ensure adequate assurance of user identity.  Feel free to be as specific or as vague as you are comfortable with.  If you’re too vague, we’ll discuss.
a. User enrolls his/her mobile phone during the registration process.
b. To elevate to LOA-1, the user receives an OTP on their mobile phone.  User must respond with OTP and pin.
c. To elevate to LOA-2, the user must provide at least the last 4 digits of their Social Security Number and the month of their birth.
d. To elevate to LOA-3, the user must successfully complete transaction-generated KBA.  [Note KBA is not required for LOA-3 by NIST SP 800-63-1, the KBA is the provider’s requirement.] The KBA is random, dynamic multiple choice from data provided by public and private 3rd party databases.  The user must get 4 out of 5 correct. The user gets a second chance, but two of the questions will have been changed. It is important that this process have a high success rate.  If the user fails KBA, they can be identify proofed by a Notary Public.  
4. Regulatory requirement(s) for authentication approach or internal IT security risk mitigation?
a. Certified by FICAM under Kantara Trust Framework (KBA not required).
5. How well does (do) it (they) work?  How well do the techniques work to keep the right users in and the wrong users out?
a. Only available in the US due to privacy laws. They can’t get access to enough records to do the KBA outside the US. 
b. The KBA success rate is ~70% for proprietary combination of public and private KBA.  So need an alternative for those who fail KBA from public and private 3rd party databases.
c. Not currently differentiating between mobile phone possession and control.
d. This protects against General Threats
e. This protects against Online Guessing
f. This protects against Credential Duplication
g. This protects against Replay Attacks
This protects against Spoofing and Masquerading.

Uniform Reliability and Revocation Service (URRS) Method Example 

1. Trust elevation or transaction trust or both or something else?
a. Trust elevation (risk reduction).
2. Brief description of services/apps being protected and is risk deemed low, medium or high?
a. Various federations with multiple RPs and 3rd party IdP(s), generally medium to high, where the threat can come from other service providers, 3rd party IdPs and users.
4. Brief description of methods, techniques, services used to ensure adequate assurance of user identity.  Feel free to be as specific or as vague as you are comfortable with.  If you’re too vague, we’ll discuss.
a. URRS is the central information collection and distribution point for credential status information and its reliability.
b. URRS maintains credential status (Active, Suspended, Revoked)
c. URRS maintains a reliability score for each Active credential. URRS lowers the score when pre-established reliability threshold has not been reached.  The threshold is pre-established and agreed upon by the entities of the federation.  When the threshold is reached, the URRS degrades the status to suspended, and reports 'suspended' to the inquiring RP.  The URRS also informs the IdP and user of the status change.  Example: The case of phishing:  The IdP and user may be unaware of a successful phishing attack but the credential is now compromised due to the attack. The RP, however, might be able to detect it, or at least suspect it, and alert the URRS.  One such incident report to the RP might not be conclusive. However, as the compromised credential is used by other RPs, more alerts are reported to the point where compromise is apparent. This is the threshold value (which has been pre-established by the federation).
d. URRS changes status to Suspend when a pre-established reliability threshold has been reached.  Changes status to Revoked as requested by provider and or user.
e. URRS communicates status and reliability scores to service providers and from service providers to Identity providers and users.
f. URRS accepts immediate Suspend requests.
g. URRS accepts immediate Revocation requests
h. User monitors their profile of credentials via URRS UI
i. User immediately reports lost, stolen or compromised credentials to IdP and URRS.
j. Service provider reports suspicious account activities to URRS so that credential status can be updated.
k. Service provider consults URRS for credential status and reliability score in order to make risk based decision to accept or decline the credential. The threshold (to suspend) is pre-established by federation entities together (IdP, RP, and possibly user).  The threshold is maintained by the URRS.  When the threshold is reached, the IdP is informed, and the IdP's action is to revoke the credential.  RPs at that point can no longer use the credential.  For credentials that have not reached the threshold, however, RPs have some 'leeway' to make risk-based decisions.  
4. Regulatory requirement(s) for authentication approach or internal IT security risk mitigation?

a. Federation and Trust Framework requirements for credential management
6. How well does (do) it (they) work?  How well do the techniques work to keep the right users in and the wrong users out?
a. Provides a mechanism for sharing learnings about credential risk (VISA network also shares blacklists, etc.)  
b. Requires a sophisticated, well funded federation.
c. Challenge is in implementing timeliness of updates and procedures so a good credential isn’t blacklisted just because the user is traveling, yet compromised credentials are quickly marked as compromised.
d. Requires a sophisticated process for redress.
e. Requires significant increase in overall network traffic.
f. Protects against credential theft (if theft is reported)
g. Protect against repeat occurrences of fraudulent auth, if unusual behavior can be detected.
h. Protects against Cross-Site Request Forgery (CSRF)
i. Protects against Cross-Site Scripting (XSS).

Session Elevation to Level of Identity Proofing Method Example 
1. Trust elevation or transaction trust or both or something else?

a. Transaction (session) trust 

2. Brief description of services/apps being protected and is risk deemed low, medium or high?

a. Access to online health records: LOA-3 

3. Brief description of methods, techniques, services used to ensure adequate assurance of user identity.  Feel free to be as specific or as vague as you are comfortable with.  If you’re too vague, we’ll discuss.
b. User access VA portal and access public information

c. User provides username/password to access LOA-2 information. (When an active duty person becomes a veteran he/she turns in his/her common access card and gets a UN/PW credential. The UN/PW (DS login) is considered LOA-2 because the antecedent credential, a CAC or PIV card was proofed at LOA 4.)

d. User is sent an OTP whenever access to LOA-3 information is required

e. User provides received OTP to the portal to access LOA-3 resource

f. If the veteran registers his/her phone, phone-based OTP services may be used to bump–up a level for that session. Alternately, a credential issuer could send a new secret or code to the phone and show possession by typing in a code in an online channel. This is a session-based bump-up unless there is a structured process to turn the DS login UN/PW credential into a permanent, approved OTP credential.
4.  Regulatory requirement(s) for authentication approach or internal IT security risk mitigation?

a. Privacy Act of 1974, as amended. 

5. How well does (do) it (they) work?  How well do the techniques work to keep the right users in and the wrong users out?
a. Effectiveness is dependent on the trustworthiness of the initial DS login UN/PW credential process unless that is turned into an OTP credential permanently. 

b. There are also limits to identity proofing and credential management.  When the US Department of Veterans Affairs performed an audit on their PIV-I cards, one hundred thousand of them were found to have Inadequate or incorrect data residing in the certificates, thereby invalidating the PIV LOA. Nothing can prevent incompetence except audit and correction.

Hub Provider of Multi-LOA Pseudonymous Identity Method Example 

2. Trust elevation or transaction trust or both or something else?

a. Trust elevation 

2. Brief description of services/apps being protected and is risk deemed low, medium or high?

a. Access to online bank account – medium 

3. Brief description of methods, techniques, services used to ensure adequate assurance of user identity.  Feel free to be as specific or as vague as you are comfortable with.  If you’re too vague, we’ll discuss.
b. Uses an LOA-proofed ‘know your customer’ credential from Canadian banks, but the banks asserts user as pseudonymous. 

c. User starts by logging into agency and is re-directed to an identity hub that is an aggregator. Identity hub presents user with a list of institutions. User logs into their institution with SAML and provides their online banking credential (org credential.)  User comes back to the hub and the agency performs additional KBA.

d. If the user wants the do a sensitive transaction, the agency can send the user back though the hub, where the user is provided a contactless auth mechanism thru the hub, where the person uses their contactless debit/credit card to elevate trust. 

e. The Canadian government had in the past used a proprietary system, but given that everyone needed to have their credential reset each year, they are using credential service providers via a hub.  Initially three Canadian banks are involved.  So bank sends an anonymous token back – this is the same person as last time. Goal is that all Canadian government sites will accept federated credentials via hub. (There may be multiple hubs. The hub is not a bank.) 

f. It is pseudonymous because the hubs don’t want to take liability for making an assertion to the government. At some point may expand for hub to also assert attributes.

4. Regulatory requirement(s) for authentication approach or internal IT security risk mitigation?

a. Note, KBA based on public information is not allowed outside US.

5. How well does (do) it (they) work?  How well do the techniques work to keep the right users in and the wrong users out?
a. The effectiveness is dependent on the knowledge base and use.

b. A trust framework is needed to establish trust amongst the various participants.

Authentication Context Mapping Method – Request Authoritative Identity Attributes 

1. Trust elevation or transaction trust or both or something else?
a. Transaction Trust and/or Trust elevation

3. Brief description of services/apps being protected and is risk deemed low, medium or high?
a. Government – low to medium.

b. This ‘identity push’ use case focuses on related services being offered by two government agencies, and how the user’s identity once established at Agency A, provides benefits to the user and Agency B.
c. Privacy legislation prohibits the sharing of identifiers between agencies. 
4. Brief description of methods, techniques, services used to ensure adequate assurance of user identity.  Feel free to be as specific or as vague as you are comfortable with.  If you’re too vague, we’ll discuss.
a. User wishes to subscribe to multiple agencies of an institution
b. User starts enrolling with Agency-A
c. User is redirected to ‘igovt Logon Service’ – the New Zealand government IdP where the entry of the user’s username and password results in pseudonymous authentication.  The user completes the required registration and identity proofing process. 

d. User credentials are tokenized. (The IdP provides two services - browser based SAML authentication, and a WS Trust based Security Token Service). The SAML exchange provides the Agency A SP with two components – the authentication response containing the ‘federated logon tag’ for the user to use at Agency A that can be used for future browser based authentications; and a ‘logon attributes token’ that can be used to initiate a web services exchange with another agency at some future point in time.
e. User tokenized credential is forwarded to Agency-B to which user wishes to subscribe
f. User accesses Agency-B after using Agency-A
g. User credential is verified by Agency-B against the tokenized credential received from Agency-A
h. User is granted access to Agency-B, which may be at a different LOA.

2. Regulatory requirement(s) for authentication approach or internal IT security risk

a. While legislation permits Agency A and Agency B to exchange some information about the individual, the usage of this information is constrained to the entitlement and provision of services. Privacy legislation prohibits an agency to use PII for a purpose other than the one for which it is collected. However, as Agency A is given consent by user in this use case, this new use is then acceptable

b. A combination of privacy principles and legislation restricts agencies from exchanging and sharing a single identifier. The intermediary role of the igovt Context Mapping Service and the use of the opaque token allows the exchange to be user driven and linked only by the user’s igovt logon credentials.

5. How well does (do) it (they) work?  How well do the techniques work to keep the right users in and the wrong users out?
a. This method is currently being implemented between the two agencies using the use case described.
b. The approach means that the agencies involved must support both SAML for browser based interactions with the user and WS-Trust for web service interactions with the igovt Context Mapping Service.
c. Agency B must have confidence in the identity proofing processes undertaken by Agency A and accept the risk around the quality of the information received meets its own requirements (in the absence of an explicit Trust Framework – rather an implicit level of mutual trust between government agencies) 
d. Supports varying agency transactions with differing LOA requirements.

Step-Up Authorization Method Example 

1. Trust elevation or transaction trust or both or something else?

a. Trust elevation.

2. Brief description of services/apps being protected and is risk deemed low, medium or high?

a. Access to online healthcare – medium/high 

3. Brief description of methods, techniques, services used to ensure adequate assurance of user identity.  Feel free to be as specific or as vague as you are comfortable with.  If you’re too vague, we’ll discuss.
a. A health portal supports multi-protocol auth and trust elevation 

b. User accesses the health portal with and OpenID IdP (Google) to view low privileged information

c. User requests access to more privileged information 

d. The portal’s Policy Enforcement Point software (PEP) evaluates the request for access and determines that a higher level of trust is required  

e. If a higher level of trust is required, the PEP software determines if it is aware of any credentials that can provide that trust.  For example, for LOA-3, it may require a PIV card for medical personnel, in which case the system would determine if a PIV card was already bound to the session.  If the PIV card was not, the user would be requested to present the PIV card.  In other circumstances, additional KBA may be requested to meet the trust elevation requirements.

f. Once the requirements to provide the elevated trust have been met by one of the method choices, access is granted.

4. Regulatory requirement(s) for authentication approach or internal IT security risk mitigation?

a. Privacy Act of 1974 as amended.
5. How well does (do) it (they) work?  How well do the techniques work to keep the right users in and the wrong users out?
a. There is choice of initial credentials, which will have varying weaknesses.

b. User does not need to provide higher level credentials unless required for a specific access request.
c. Note this example was recently presented to the Kantara health WG.  Currently it specifies OpenID. OpenID Connect may be used in the future.  
Evaluation of a Credential (Demotion) Method Example 

1. Trust elevation or transaction trust or both or something else?
a. Trust elevation.

2. Brief description of services/apps being protected and is risk deemed low, medium or high?
a. Financial/business – medium/high 

3. Brief description of methods, techniques, services used to ensure adequate assurance of user identity.  Feel free to be as specific or as vague as you are comfortable with.  If you’re too vague, we’ll discuss.
a. User is authenticated

b. User requests a high value transaction

c. System evaluates users context and end point status

d. System detects fraud

e. Session is terminated and user is referred to customer service.

4. Regulatory requirement(s) for authentication approach or internal IT security risk mitigation?
a. Privacy Act of 1974 as amended.
5. How well does (do) it (they) work?  How well do the techniques work to keep the right users in and the wrong users out?
a. Fraud detection algorithms must be constantly tuned. 

Multi-channel by Phone Method Example 

1. Trust elevation or transaction trust or both or something else?
a. Trust elevation using out-out-of-band connection plus KBA. 
2. Brief description of services/apps being protected and is risk deemed low, medium or high?
a. Access to online banking account – medium/high 
3. Brief description of methods, techniques, services used to ensure adequate assurance of user identity.  Feel free to be as specific or as vague as you are.
a. User accesses online bank account from an unusual location
b. User login with username/password
c. The bank determines that due to its internal risk assessment (IP address is not home IP address, and a high value transaction has been requested) that additional verification is needed.
d. User is asked to verify identity by calling to a number with a registered phone; because user is accessing from an unusual location
e.  User is verified by the phone call via relationship transaction based KBA.
f. User is granted access to the bank resource
5. Regulatory requirement(s) for authentication approach or internal IT security risk mitigation?

a. FFIEC guidelines.  Know your customer rules (U.S.)

b. Also risk mitigation.

6. How well does (do) it (they) work?  How well do the techniques work to keep the right users in and the wrong users out?
a. Use of second channel combined with strong multi-factors can reduce risk.

b. Won’t mitigate hostage situations (pre-agreed distress codes can help here for very special customers.)

c. Further mitigation can be done by confirming location of the phone and checking if the cell phone was recently registered.

d. Could add voice recognition to further mitigate risk. 

Personal Levels of Assurance (PLOA) Method Example 
1. Trust elevation or transaction trust or both or something else?
a. Transaction trust 

2. Brief description of services/apps being protected and is risk deemed low, medium or high?
a. All levels of assurance

3. Brief description of methods, techniques, services used to ensure adequate assurance of user identity.  Feel free to be as specific or as vague as you are comfortable with.  If you’re too vague, we’ll discuss.
a. This method is an open protocol for using attributes to establish transaction based assurance, including online identity proofing to elevate a user to higher levels of assurance.

b. Supports the use of multiple attributes used in combination.

c. Decouples the policy enforcement points (PEPs, e.g. the software that determines the user must have a valid LOA-1 credential to continue) from the decision points (the software  that determines the user does/does not have a valid LOA-1 credential) by adoption of a standard open protocol   

d. User wishes to access Web service that requires a higher LOA than then currently established  

e. This request is intercepted by the policy enforcement point

f. The rule protecting the web service causes the policy enforcement point to call the decision point and pass to it all the data that it has at that moment

g. The decision point then replies either true or false (with the necessary information for the UI to understand how to remedy the situation if necessary, while obfuscating the actual details to protect privacy.)

h. If necessary, a remedy point allows the user to provide additional information and authorize the release of that information.

i. Once the necessary information has been provided, the user is granted access to the protected service.

4. Regulatory requirement(s) for authentication approach or internal IT security risk mitigation?
a. FFIEC guidelines.  Know your customer rules (U.S.) Various.

5. How well does (do) it (they) work?  How well do the techniques work to keep the right users in and the wrong users out?
a. Approach can be used to ensure that use of attributes for trust-elevation is respectful of privacy considerations

b. Method supports the efficient utilization of a large number of attributes without over burdening the service provider’s system

c. Method supports the use of assurance levels for each attribute (verified attributes)  

d. Method supports life cycle monitoring of attributes by maintaining dates of attribute establishment, suspect (may no longer be correct) and release (no longer relevant.)  I.e. individual attributes can be revoked real-time (either due to changes in status or permission to release.)
e. Normally identity proofing needs to be done before system access is attempted. This approach supports combining identify proofing into the real-time attribute validation process (i.e. it supports a late binding of attributes related to the possession of inputs to the traditional identity proofing process.)
f. A white paper on PLOA is available at http://www.idcommons.org/wp-content/uploads/2011/10/PLOA-White-Paper-v1.011.pdf
Credential
Trust Elevation with PKI Certificate 

5. Trust elevation or transaction trust or both or something else?
a. Trust elevation

6. Brief description of services/apps being protected and is risk deemed low, medium or high?
a. Government – medium /high.

3. Brief description of methods, techniques, services used to ensure adequate assurance of user identity.  Feel free to be as specific or as vague as you are comfortable with.  If you’re too vague, we’ll discuss.

a. User authenticates using a level 2 credential over SSL

b. User wishes to access a resource within the same portal that requires a different level of authentication (e.g., Level 3 credential.) As the user authentication using a PKI certificate is based on a client-based SSL model (also called mutual auth SSL), the user needs to authenticate again. 
4. Regulatory  requirement(s) for authentication approach or internal IT security risk 
a. Various.

5. How well does (do) it (they) work?  How well do the techniques work to keep the right users in and the wrong users out?
a. Traditionally relatively high cost to issue and mange PKI certificates.
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Appendix C. Dictionary Definitions

Agent

An entity that acts on behalf of another entity. [X.idmdef]

Anonymity 

· The quality or state of being anonymous, which is the condition of having a name or identity that is unknown or concealed. [SAML-Gloss-2.0]

· A situation where an entity cannot be identified within a set of entities.  NOTE: Anonymity prevents the tracing of entities or their behaviour such as user location, frequency of a service usage, and so on. [X.idmdef]
Assertion 

· A piece of data produced by an authority regarding either an act of authentication performed on a subject, attribute information about the subject, or authorization data applying to the subject with respect to a specified resource. [SAML-Gloss-2.0]

· A statement made by an entity without accompanying evidence of its validity. [X.idmdef]

Assurance

See authentication assurance and identity assurance. [X.idmdef]
Assurance level

A level of confidence in the binding between an entity and the presented identity information. [X.idmdef]
Attribute 

· Information bound to an entity that specifies a characteristic of the entity. [X.idmdef]
· A distinct characteristic of an object. An object’s attributes are said to describe it. Attributes are often specified in terms of physical traits, such as size, shape, weight, and color, etc., for real-world objects. Objects in cyberspace might have attributes describing size, type of encoding, network address, and so on. Note that Identifiers are essentially "distinguished attributes". See also Identifier. [SAML-Gloss-2.0]
Attribute assertion 

An assertion that conveys information about attributes of a subject. [SAML-Gloss-2.0]
Authentication 

· To confirm a system entity’s asserted principal identity with a specified, or understood, level of confidence. [SAML-Gloss-2.0]

· A process used to achieve sufficient confidence in the binding between the entity and the presented identity.  NOTE: Use of the term authentication in an identity management (IdM) context is taken to mean entity authentication. [X.idmdef]
Authentication assertion 

An assertion that conveys information about a successful act of authentication that took place for a subject. [SAML-Gloss-2.0]

Authentication assurance

The degree of confidence reached in the authentication process, that the communication partner is the entity that it claims to be or is expected to be.  NOTE: The confidence is based on the degree of confidence in the binding between the communicating entity and the identity that is presented. [X.idmdef]
Authorization 

· The process of determining, by evaluating applicable access control information, whether a subject is allowed to have the specified types of access to a particular resource. Usually, authorization is in the context of authentication. Once a subject is authenticated, it may be authorized to perform different types of access. [SAML-Gloss-2.0]

· The granting of rights and, based on these rights, the granting of access. [X.idmdef]
Back channel 

Back channel refers to direct communications between two system entities without “redirecting” messages through another system entity such as an HTTP client (e.g. A user agent). See also front channel. [SAML-Gloss-2.0]

Binding

An explicit established association, bonding, or tie. [X.idmdef]
Binding, Protocol binding 

· Generically, a specification of the mapping of some given protocol's messages, and perhaps message exchange patterns, onto another protocol, in a concrete fashion. [SAML-Gloss-2.0]

Certificate
· A set of security-relevant data issued by a security authority or a trusted third party, that, together with security information, is used to provide the integrity and data origin authentication services for the data. [X.idmdef]
Claim 

To state as being the case, without being able to give proof. [X.idmdef]
Credentials

· Data that is transferred to establish a claimed principal identity. [SAML-Gloss-2.0]

· A set of data presented as evidence of a claimed identity and/or entitlements. [X.idmdef]

Delegation

An action that assigns authority, responsibility, or a function to another entity. [X.idmdef]

Digital identity

A digital representation of the information known about a specific individual, group or organization. [X.idmdef]
End user 

A natural person who makes use of resources for application purposes (as opposed to system management purposes; see Administrator, User). [SAML-Gloss-2.0]

Enrollment

The process of inauguration of an entity, or its identity, into a context.  

NOTE: Enrollment may include verification of the entity’s identity and establishment of a contextual identity. Also, enrollment is a pre-requisite to registration. In many cases the latter is used to describe both processes [X.idmdef]

Entity

Something that has separate and distinct existence and that can be identified in context. 

NOTE: An entity can be a physical person, an animal, a juridical person, an organization, an active or passive thing, a device, a software application, a service etc., or a group of these entities. In the context of telecommunications, examples of entities include access points, subscribers, users, network elements, networks, software applications, services and devices, interfaces, etc. [X.idmdef]

Entity authentication

A process to achieve sufficient confidence in the binding between the entity and the presented identity. NOTE: Use of the term authentication in an identity management (IdM) context is taken to mean entity authentication. [X.idmdef]

Federated Identity 

A principal's identity is said to be federated between a set of Providers when there is an agreement between the providers on a set of identifiers and/or attributes to use to refer to the Principal. [SAML-Gloss-2.0]
Federate 

To link or bind two or more entities together [SAML-Gloss-2.0]
Federation 

· This term is used in two senses in SAML [SAML-Gloss-2.0] :
a) The act of establishing a relationship between two entities [Merriam]. 
b) An association comprising any number of service providers and identity providers. 

· An association of users, service providers, and identity service providers. [X.idmdef]

Identification

The process of recognizing an entity by contextual characteristics. [X.idmdef]
Identifier 

· This term is used in two senses in SAML: a) One that identifies [Merriam]. b) A data object (for example, a string) mapped to a system entity that uniquely refers to the system entity. A system entity may have multiple distinct identifiers referring to it. An identifier is essentially a "distinguished attribute" of an entity. See also Attribute. [SAML-Gloss-2.0]

· One or more attributes used to identify an entity within a context. [X.idmdef]

Identity 

· The essence of an entity [Merriam]. One's identity is often described by one's characteristics, among which may be any number of identifiers. See also Identifier, Attribute. [SAML-Gloss-2.0]

· A representation of an entity in the form of one or more attributes that allow the entity or entities to be sufficiently distinguished within context. For identity management (IdM) purposes the term identity is understood as contextual identity (subset of attributes), i.e., the variety of attributes is limited by a framework with defined boundary conditions (the context) in which the entity exists and interacts. [X.idmdef]

Identity assurance

The degree of confidence in the process of identity validation and verification used to establish the identity of the entity to which the credential was issued, and the degree of confidence that the entity that uses the credential is that entity or the entity to which the credential was issued or assigned. [X.idmdef]
Identity defederation 

The action occurring when providers agree to stop referring to a Principal via a certain set of identifiers and/or attributes. [SAML-Gloss-2.0]

Identity federation 

The act of creating a federated identity on behalf of a Principal. [SAML-Gloss-2.0]

Identity management (IdM)

A set of functions and capabilities (e.g., administration, management and maintenance, discovery, communication exchanges, correlation and binding, policy enforcement, authentication and assertions) used for assurance of identity information (e.g., identifiers, credentials, attributes); assurance of the identity of an entity and supporting business and security applications. [X.idmdef]

Identity proofing

A process which validates and verifies sufficient information to confirm the claimed identity of the entity. [X.idmdef]
Identity Provider (IdP)

A kind of service provider that creates, maintains, and manages identity information for principals and provides principal authentication to other service providers within a federation, such as with web browser profiles. [SAML-Gloss-2.0]

Identity Service Provider (IdSP)

An entity that verifies, maintains, manages, and may create and assign the identity information of other entities. [X.idmdef]
Integrity Management Service

A callable service that performs defined processes necessary to ensure that a particular object or process meets specified requirements.


Level of Assurance

Level of assurance refers to degree of confidence in an identity credential.  For example,[OMB 04-04] defines four levels of authentication (levels 1 to 4), in terms of the consequences of the authentication errors and misuse of credentials. Level 1 is the lowest assurance and Level 4 is the highest.

Login, Logon, Sign-on 

The process whereby a user presents credentials to an authentication authority, establishes a simple session, and optionally establishes a rich session. [SAML-Gloss-2.0]
Logout, Logoff, Sign-off 

The process whereby a user signifies desire to terminate a simple session or rich session. [SAML-Gloss-2.0]

Mutual authentication

A process by which two entities (e.g., a client and a server) authenticate each other such that each is assured of the other’s identity. [X.idmdef]

Non-repudiation

The ability to protect against denial by one of the entities involved in an action of having participated in all or part of the action. [X.idmdef]
OpenID

OpenID is an open standard that describes how users can be authenticated in a decentralized manner, eliminating the need for services to provide their own ad hoc systems and allowing users to consolidate their digital identities [Wikipedia]

Party 

Informally, one or more principals participating in some process or communication, such as receiving an assertion or accessing a resource. [SAML-Gloss-2.0]

Personally Identifiable Information (PII)

Any information (a) that identifies or can be used to identify, contact, or locate the person to whom such information pertains, (b) from which identification or contact information of an individual person can be derived, or (c) that is or can be linked to a natural person directly or indirectly. [X.idmdef]
Policy Decision Point (PDP) 

A system entity that makes authorization decisions for itself or for other system entities that request such decisions. [PolicyTerm] For example, a SAML PDP consumes authorization decision requests, and produces authorization decision assertions in response. A PDP is an “authorization decision authority”. [SAML-Gloss-2.0]
Policy Enforcement Point (PEP) 

A system entity that requests and subsequently enforces authorization decisions. [PolicyTerm] For example, a SAML PEP sends authorization decision requests to a PDP, and consumes the authorization decision assertions sent in response. [SAML-Gloss-2.0]

Principal 

· A system entity whose identity can be authenticated. [SAML-Gloss-2.0]

· An entity whose identity can be authenticated. [X.idmdef]
Principal Identity 

A representation of a principal’s identity, typically an identifier. [SAML-Gloss-2.0]

Privacy
The right of individuals to control or influence what personal information related to them may be collected, managed, retained, accessed, and used or distributed. [X.idmdef]
Privacy policy

A policy that defines the requirements for protecting access to, and dissemination of, personally identifiable information (PII) and the rights of individuals with respect to how their personal information is used. [X.idmdef]
Privilege

A right that, when granted to an entity, permits the entity to perform an action. [X.idmdef]
Proofing

The verification and validation of information when enrolling new entities into identity systems. [X.idmdef]
Provider 

A generic way to refer to both identity providers and service providers. [SAML-Gloss-2.0]
Proxy 

An entity authorized to act for another. a) Authority or power to act for another. b) A document giving such authority. [SAML-Gloss-2.0]
Proxy Server 

A computer process that relays a protocol between client and server computer systems, by appearing to the client to be the server and appearing to the server to be the client. [SAML-Gloss-2.0]

Pseudononymous

Authentication that identifies a person as being the same person that used a service before without identifiying which specific person they are.

Registration

A process in which an entity requests and is assigned privileges to use a service or resource. 

NOTE: Enrollment is a pre-requisite to registration. Enrollment and registration functions may be combined or separate. [X.idmdef]
Relying Party (RP)

· A system entity that decides to take an action based on information from another system entity. For example, a SAML relying party depends on receiving assertions from an asserting party (a SAML authority) about a subject. [SAML-Gloss-2.0]

· An entity that relies on an identity representation or claim by a requesting/asserting entity within some request context.  [X.idmdef]
Resource 

Data contained in an information system (for example, in the form of files, information in memory, etc), as well as [SAML-Gloss-2.0] :

· A service provided by a system. 

· An item of system equipment (in other words, a system component such as hardware, firmware, software, or documentation). 

Revocation

The annulment by someone having the authority, of something previously done. [X.idmdef]
Role 

· Dictionaries define a role as “a character or part played by a performer” or “a function or position.” System entities don various types of roles serially and/or simultaneously, for example, active roles and passive roles. The notion of an Administrator is often an example of a role. [SAML-Gloss-2.0]

· A set of properties or attributes that describe the capabilities or the functions performed by an entity.  NOTE: Each entity can have/play many roles. Capabilities may be inherent or assigned. [X.idmdef]
Security 

A collection of safeguards that ensure the confidentiality of information, protect the systems or networks used to process it, and control access to them. Security typically encompasses the concepts of secrecy, confidentiality, integrity, and availability. It is intended to ensure that a system resists potentially correlated attacks. [SAML-Gloss-2.0]
Security architecture 

A plan and set of principles for an administrative domain and its security domains that describe the security services that a system is required to provide to meet the needs of its users, the system elements required to implement the services, and the performance levels required in the elements to deal with the threat environment. 

A complete security architecture for a system addresses administrative security, communication security, computer security, emanations security, personnel security, and physical security, and prescribes security policies for each. 

A complete security architecture needs to deal with both intentional, intelligent threats and accidental threats. A security architecture should explicitly evolve over time as an integral part of its administrative domain’s evolution. [SAML-Gloss-2.0]
Security assertion 
An assertion that is scrutinized in the context of a security architecture. [SAML-Gloss-2.0]
Security audit
An independent review and examination of system records and activities in order to test for adequacy of system controls, to ensure compliance with established policy and operational procedures, to detect breaches in security, and to recommend any indicated changes in control, policy, and procedures. [X.idmdef]
Security policy 

A set of rules and practices that specify or regulate how a system or organization provides security services to protect resources. Security policies are components of security architectures. Significant portions of security policies are implemented via security services, using security policy expressions. [SAML-Gloss-2.0]
Security service 

A processing or communication service that is provided by a system to give a specific kind of protection to resources, where  said resources may reside with said system or reside with other systems, for example, an authentication service or a PKI-based document attribution and authentication service. A security service is a superset of AAA services. Security services typically implement portions of security policies and are implemented via security mechanisms. [SAML-Gloss-2.0]
Service provider 

A role donned by a system entity where the system entity provides services to principals or other system entities. Session A lasting interaction between system entities, often involving a Principal, typified by the maintenance of some state of the interaction for the duration of the interaction. [SAML-Gloss-2.0]
Session authority 

A role donned by a system entity when it maintains state related to sessions. Identity providers often fulfill this role. [SAML-Gloss-2.0]
Session participant 

A role donned by a system entity when it participates in a session with at least a session authority. [SAML-Gloss-2.0]

Step up Authentication 

Subsequent authentication at a higher level of assurance (or lower risk) than initial authentication.

Subject 

A principal in the context of a security domain. SAML assertions make declarations about subjects. [SAML-Gloss-2.0]
System Entity, Entity 

An active element of a computer/network system. For example, an automated process or set of processes, a subsystem, a person or group of persons that incorporates a distinct set of functionality. [SAML-Gloss-2.0]

Trust

The firm belief in the reliability and truth of information or in the ability and disposition of an entity to act appropriately, within a specified context. [X.idmdef]
User

Also, see definition for End User.

· Any entity that makes use of a resource, e.g., system, equipment, terminal, process, application, or corporate network. [X.idmdef]
Verification

The process or instance of establishing the authenticity of something. 

NOTE: Verification of (identity) information may encompass examination with respect to validity, correct source, original, (unaltered), correctness, binding to the entity, etc. [X.idmdef]
Verifier

An entity that verifies and validates identity information. [X.idmdef]

Vetting  

A process of examination and evaluation, generally referring to performing a background check on someone or something.   [Wikipedia]
XML, eXtensible Markup Language (XML), XML document

· Extensible Markup Language (XML) is a simple, very flexible text format derived from SGML (ISO 8879). Originally designed to meet the challenges of large-scale electronic publishing, XML is also playing an increasingly important role in the exchange of a wide variety of data on the Web and elsewhere. [W3C-XML]
· Extensible Markup Language (XML), describes a class of data objects called XML documents and partially describes the behavior of computer programs which process them. [SAML-Gloss-2.0]

XACML

Extensible Access Control Markup language.  The standard defines a declarative access control policy language implemented in XML and a processing model describing how to evaluate authorization requests according to the rules defined in policies. [Wikipedia]
Appendix D. Acronyms  

	Acronym
	Expanded Term

	2FA
	Two-Factor Authentication

	AAR
	Audit Record Repository

	CRSF
	Cross-Site Request Forgery

	EpSOS
	European Patients Smart Open Services

	IdA
	Identity Assertion

	IdM, IDM
	Identity Management

	FFIEC
	Federal Financial Institutions Examination Council

	IDFIN
	Financial (Bank) ID

	IdP, IDP
	Identity Provider

	IdPS
	Identity Provider Service

	IETF
	Internet Engineering Task Force

	IMS
	Integrity Management Service

	KBA
	Knowledge Based Authentication

	LDAP
	Lightweight Directory Access Protocol

	LOA
	Level of Assurance

	MFA
	Multi-factor Authentication

	OTP
	One-Time Password

	PAP
	Policy Administration Point

	PaaS
	Platform as a Service

	PDP
	Policy Decision Point

	PEP
	Policy Enforcement Point

	PID
	Personal ID

	PIP
	Policy Information Point

	PIV
	Personal Identity Verification

	PKI
	Public Key Infrastructure 

	RP
	Relying Party

	SAML
	Security Assertion Markup Language

	RBA
	Risk Based Authentication

	SaaS
	Software as a Service

	SSO
	Single Sign-On (typically), or Single Sing-Off depending on context. Single Sign-Off is usually an implied process that accompanies Single Sign-On and assures session closure.

	XACML
	eXtensible Access Control Markup language

	XML
	Extensible Markup Language

	XXS
	Cross-Site Scripting

	USG
	United States Government
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