Chapter 4: Network Payment Protocol (NPP) 

4.1 Introduction



BIPS requirements (see Chapter 2) result in a set of functions that must be carried out in the client software. In order to ensure that the client software interfaces with the payment processing systems at each bank in a standard manner, the NPP has been defined and is described in this chapter. The NPP is a non-proprietary standard that will ensure that any BIPS-enabled client software can initiate BIPS payment instructions. The BIPS model is shown in Figure 4.1. All BIPS messages conform to the World Wide Web Consortium’s (W3C’s) XML specification.
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Figure 4.1 The BIPS model. The bold, solid arrows 

indicate which interactions the NPP addresses.





The BIPS project has included several working prototypes (Appendices L, M, and N) that support the development and validation of the BIPS specification for client and server software and the supported protocols.

4.2.	NPP Functional Requirements

4.2.1	Financial Requirements



The NPP must:



enable customers to request a financial transaction on their behalf;

enable customers to request status pertaining to a BIPS transaction;

enable customers to request a stop of a BIPS transaction;

support the negotiation of transaction terms;

provide all the necessary fields for specifying the terms of the transaction, including cost, timeliness, remittance information, etc.;

be able to reference standing instructions or profiles;

be able to specify payment type implicitly or explicitly;

enable notification to the payment originator and/or the alternate addressee of the payment instruction;

enable value dating of the payment;

enable a response by the bank to display feasibility or provide choices for payment alternatives;

enable error checking of messages; and

enable the matching of messages with specific transactions.

4.2.2	Security Requirements



The NPP must:



enable the identification and authentication of parties,

provide for message and transaction integrity,

provide for the non-repudiation of request and response messages, and

provide for the encryption of selected data to ensure confidentiality.

4.3.	BIPS Transport



The NPP is an application layer protocol that can be implemented over real-time, interactive transport mechanisms such as the Web or store-and-forward mechanisms such as E-mail. The relationship of the NPP to the BIPS architecture is shown in Figure 4.2.
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Figure 4.2 The place of the NPP in the BIPS architecture.





All BIPS messages are encoded so that they are compatible with E-mail and Web-based systems. The E�mail and Web servers become a transport mechanism for the NPP. They do not interpret the NPP messages, but they pass the messages through unchanged to the EPH Frontend. The use of a store-and-forward system, such as E-mail, will impact BIPS response times. However, the amount of interaction can be minimized and/or the potential delay could be acceptable. A single BIPS request is all that is needed to transmit a payment instruction.



The NPP can support the encryption of payment-critical fields within each message, although this has not been tested in the current working prototypes. The confidentiality of BIPS information was provided by the underlying transport mechanism. The selection of the specific encryption mechanism depends on the method of transport, the capabilities supported by the bank, and customer preference. For instance, SSL or S-HTTP can be used with Web-based access to protect confidentiality. E-mail systems can use PGP or S/MIME to protect confidentiality.

4.4 BIPS Transactions



BIPS transactions are based on a request and response model. Requests are initiated by a user, who may or may not be a customer of a BIPS-enabled bank, and are sent to a BIPS-enabled bank. Requests may be used to negotiate the parameters for a payment instruction, execute an instruction, authorize a payment, ask the status of a previously requested payment, or, in some cases, request a stop on the payment.



Responses are sent back to the user by the bank. The response includes information that links the response to the original request. If the bank was requested to initiate a transfer, the response will generally indicate that the request was received and that the process has been initiated. If information was requested, the response will include the requested information. If the message was incorrectly constructed, or the digital signature or certificate failed verification, the response will be an error message.



Unless the user, in the original request, instructed the bank to send him messages about the success or failure of the transaction asynchronously, it is the responsibility of the user to request the status of the transaction.�

4.5 NPP Message Specification, Message Formatting, and Data Encoding



NPP messages will be specified and formatted according to standards described in the XML Version 1.0 specification. XML is a simplified subset of the Standard Generalized Markup Language [SGML, International Standards Organization (ISO) 8879]. XML provides a standard format to describe different types of data so that the information can be decoded, manipulated, and displayed consistently and correctly. XML also provides a file format for representing data, a schema for describing data structure, and a mechanism for extending and annotating Hypertext Markup Language (HTML) with semantic information. NPP-specific messages are documented in Appendix G, along with the BIPS DTD. Some characteristics of NPP messages are:



all messages are in XML,

all messages start with a BIPS XML header,

all fields are self-identifying,

all messages are signed,

all messages include the originator’s certificate,

all request messages include a user-supplied transaction number,

all response messages include the signature of the user on the original request, and

all response messages include both a bank-supplied transaction number and the user-supplied transaction number.



BIPS messages contain blocks that describe the request or response (a block is an XML element or conglomerate of elements). Each BIPS message begins with an XML header that includes the XML version number, document type, a reference to the BIPS DTD file, and the BIPS version number. A sample BIPS message is shown in Appendix G.�



The following blocks have been defined for BIPS messages:



Payment Request Block. This block contains all the payment information necessary for a BIPS payment request, such as execute date for the payment, type of payment mechanism (ACH, wire transfer, etc.), notification information indicating who to notify as to the result of the request, and addenda information indicating the addenda profile for the request, and the currency transfer exchange for foreign payments.  It may be desirable to batch multiple payment transactions into a single BIPS Payment Request message containing multiple Payment Request Blocks (i.e., designating multiple payments). The Payment Request Block contains an identification (ID) number to identify multiple instances. 



Payor Block. This block identifies the Payor of the payment transaction (i.e., the person or corporation making the payment). It includes the Payor’s name, address, phone number, etc., the amount of the debit, and the Payor’s bank account information.



Payto Block. This block identifies the Payee of the payment transaction (i.e., the person or corporation receiving the payment). It includes the Payto’s name, address, phone number, etc., the amount of the credit, optional intermediary bank account information, the Payto’s bank account information, and any optional addenda block indicating remittance information.



Feasibility Request Block. This block contains all the payment information necessary for a BIPS feasibility request, such as payment parameters or parameter profile and payment data or payment profile. The Feasibility Request Block looks similar to a Payment Request Block in terms of its structure and nested payment blocks. There can be multiple Feasibility Request Blocks in a Feasibility Request message. The Feasibility Request Block contains an ID to identify multiple instances. 



Status Request Block. This block contains the information necessary for a status request, such as the message ID and the payment request ID. If the bank transaction number is not available, the Status Request Block contains the payment information, such as the Payment Request Block, necessary to identify the particular transaction. There can be multiple Status Request Blocks in a Status Request message. The Status Request Block contains an ID to identify multiple instances. 



Stop Request Block. This block contains the information necessary to identify a unique BIPS transaction to be stopped. It includes the message ID, payment request ID, and any block IDs. There can be multiple Stop Request Blocks in a Stop Request message. The Stop Request Block contains an ID to identify multiple instances.�



Originator’s Signature Block. This block contains the digital signature of the originator of the request. It includes a reference to the blocks contained within the digital signature, the hash algorithm used to create the digital signature, a time stamp used as a nonce, a reference to the certificate block that relates to this digital signature (the certificate that contains the public key used to verify the digital signature), and the actual digital signature. The digital signature is an encrypted hash of the data. The data includes the time stamp followed by each block contained in the digital signature. All carriage returns, line feeds, and white space at the beginning of the lines are removed. All digital signatures are encoded in “network byte order” (i.e., the most significant bytes are transmitted first). 



Originator’s Certificate Block. This block contains the X.509 certificate for the originator of the request. The certificate field is the hexadecimal-encoded binary value of the Abstract Syntax Notation-1 (ASN-1) encoded X.509 certificate, without extensions. (BIPS currently supports Version 3 X.509 certificates and will support newer versions of X.509 when they become available.)



BIPS Response Block. This block contains the data for the BIPS response. It includes the original  message ID and payment request ID, the date the response was sent, the responding bank’s transaction number (supplied by the BIPS-enabled bank), and the response string. The response string indicates the outcome of the request (i.e., whether it was successful or failed). If the request failed, the response can also include optional fields, such as status code and status description. If the BIPS response is a Status Response, a status flag will follow the bank transaction number. 



Bank Signature Block. This block contains the digital signature of the bank for the response. It and the Originator Signature Block are created in a similar manner.



Bank Certificate Block. This block contains the X.509 certificate for the bank. The certificate field is the hexadecimal-encoded binary value of the ASN-1 encoded X.509 certificate without extensions. (BIPS currently supports Version 3 X.509 certificates and will support newer versions of X.509 when they become available.)



Feasibility Request Response Block. This block contains the specific data in response to a Feasibility Request. It includes the execution date that the payment transaction must be started, the cost of the transaction, the specific way in which the funds would be sent (e.g., ACH, wire transfer), a description of the conditions, and a time limit indicating how long the conditions are valid.



Refer to the XML specification for a more detailed guidance in implementing the BIPS protocol. 

4.6 NPP Requests and Responses



The request/response pairs that have been defined for BIPS are described in Sections 4.6.1 through 4.6.4. It is expected that this list will change based on the need to support other payment mechanisms.

4.6.1	Payment Request/Response



Once the originator has identified all necessary payment instruction parameters through the Feasibility Request, or if the originator already knows all necessary payment instruction parameters, the originator can transmit this information to the bank and authorize the transfer of funds. The Payment Request (see Figure 4.3) includes the following BIPS blocks: Payment Request Block (including the Payment Parameters Block and Payment Data Block), Originator’s Signature Block, and Originator’s Certificate Block. Note that multiple Payment Request Blocks may be included in one Payment Request message, and multiple Payto Blocks may be included in one Payment Data Block. 
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Figure 4.3 BIPS Payment Request Message. An iteration data block is a block

that can have multiple instances.





A positive response from the bank indicates that the bank received the request, there were no errors detected in the request, and that the bank has started to process the request. Problems satisfying the request may still occur in the bank payment processing systems, but the bank has enough data to start the transfer process. A negative response from the bank indicates that there was a problem with the request itself. The Payment Response  (see Figure 4.4) includes the following BIPS blocks: BIPS Response Block, Bank Signature Block, and Bank Certificate Block. 
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Figure 4.4 BIPS Response Message.



4.6.2	Feasibility Request/Response



The Feasibility Request (see Figure 4.5) is used when all the parameters needed to specify a payment are not known or if the originator does not know whether his payment transfer needs can be met. The originator provides the bank with whatever information is known. Requirements, such as the date the payment must be received, who the beneficiary or remitter is, the account information, etc., are in the request. The Feasibility Request includes the following BIPS blocks: Feasibility Request Block [including the Payment Parameters Block, Payment Data Block, and Addenda (optional)], Originator’s Signature Block, and Originator’s Certificate Block. Note that multiple Feasibility Request Blocks may be included in one Feasibility Request message, and that multiple Payto Blocks may be included in one Payment Data Block. 
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Figure 4.5 BIPS Feasibility Request Message.





Based on this information, the bank responds with an advisory that the requested payment instruction can or cannot be accomplished. If the payment instruction can be executed satisfactorily, the bank provides the originator with fully specified payment instruction parameters, together with limits on the effectiveness of the payment instruction. For instance, the originator must instruct the bank to act on the payment instruction by a certain date and time in order for the transfer to occur as originally requested. The bank will not attempt to execute the specified payment instruction unless the originator transmits a Payment Request message. If the payment instruction cannot be accomplished as requested, the bank notifies the originator of this and, optionally, suggests ways to accomplish the transfer. The Feasibility Response (see Figure 4.6) includes the following BIPS blocks: BIPS Response Block, Selected Parameters Block, Bank Signature Block, and Bank Certificate Block.
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Figure 4.6 BIPS Feasibility Response Message.

�4.6.3	Status Request/Response



The originator can request the status of an already requested payment. The request can specify a single or a range of payment request messages. If that is not available, the originator can also provide the payment parameter and payment data information that describes the already requested transaction. The Status Request (see Figure 4.7) includes the following BIPS blocks: Status Request Block [which contains the Payment Parameter Block and Payment Data Block (both of which are optional if the bank transaction number is provided)], Originator’s Signature Block, and Originator’s Certificate Block.
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Figure 4.7 BIPS Status Request Message.





The bank responds with the status information it has. However, its insight into the status of the transaction is limited to the data provided by the bank payment processing system. If the originator requested the status on more than one transaction number, the Status Response message will include multiple transaction numbers followed by the status. The Status Response (see Figure 4.8) includes the following BIPS blocks: BIPS Response Block, Bank Signature Block, and Bank Certificate Block.
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Figure 4.8 BIPS Status Response Message. 

�4.6.4	Stop Request/Response



The originator can request that an already submitted payment request be stopped by issuing a Stop Request (see Figure 4.9). The originator must specify the transaction number of the payment request, and the bank will attempt to stop the payment transaction. However, depending on how the payment was sent, it may be too late to stop it. The Stop Response (see Figure 4.10) will indicate whether the stop request was successfully sent to the bank payment processing system. The Stop Request includes the following BIPS blocks: Stop Request Block, Originator’s Signature Block, and Originator’s Certificate Block. The Stop Response includes the following BIPS blocks: BIPS Response Block, Bank Signature Block, and Bank Certificate Block.
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Figure 4.9 BIPS Stop Request Message.
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Figure 4.10 BIPS Stop Response Message.

�4.7 BIPS Message Flows



Figure 4.11 illustrates a comprehensive flow of messages between a BIPS user and a BIPS bank. Not all payments require all of the messages shown.
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Figure 4.11 An example of BIPS message flows.



In the message flow illustrated in Figure 4.11, a BIPS user needs assistance to determine the best way to effect a payment. The user sends a Feasibility Request message to transmit his general requirements to the bank and receives specific guidance back from the bank in a Feasibility Response message. Several iterations may be needed before the BIPS user defines an acceptable set of payment instruction parameters. If the user already knows which parameters he wishes, this step is optional.



After the user has defined an acceptable set of parameters, he sends a Payment Request message to give the bank his payment instruction parameters and instruct the bank to execute the transfer. The digital signature in the Payment Request message constitutes authorization by the user to the bank to carry out this transfer of funds. This is the only message exchange necessary to execute a BIPS payment instruction. A positive response (Payment Response message) from the bank confirms that the bank will start to execute the transfer.



At a later time, the BIPS user requests the status of the previously requested payment instruction by sending a Status Request message. The amount of information that the bank can provide in the return Status Response message is limited by the information provided by the bank payment processing system used.



Finally, the user requests a stop on the previously requested payment by sending a Stop Request message. The ability of the bank to honor the stop request will be limited by the ability of the bank payment processing system to support such a transaction.



4.8 Prototype Transaction Flows



The NPP must be able to support the flow of information in the BIPS working prototypes from the originator through to the bank’s payment processing systems. A variety of other payment and non-payment applications can be visualized. Sections 4.8.1 through 4.8.3 briefly describe the initial BIPS working prototypes. Later prototypes may implement other possibilities. 



4.8.1	Glenview State Bank Prototype



The Glenview State Bank Prototype (see Figure 4.12) involves issuing dividend payments by Cummins-American to its stockholders. The prototype uses E-mail to transfer the payment request and receive its response. Cummins-American uses a BIPS application to format and digitally sign the BIPS payment request, then send it via E-mail to Glenview State Bank. Glenview State Bank receives the BIPS payment request, creates an ACH credit through its existing bank payment processing system, and sends it to the Cummins-American stockholder’s bank. The stockholder’s bank then notifies their customer that a deposit was made to their account. Cummins-American may obtain the status of the BIPS transaction at any time. The Glenview working prototype is described in more detail in Appendix L.
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Figure 4.12 Glenview State Bank prototype flow. The dark arrows indicate BIPS 

transactions, and the dotted arrows indicate transactions outside of BIPS.

�4.8.2	Mellon Bank Prototype



The Mellon Bank Prototype (Appendix M) consists of bill payments between PP&L, which is a Mellon Bank commercial customer, and selected customers of PP&L who are not Mellon Bank customers. This working prototype introduces another level of complexity, in that Mellon Bank will receive payment instructions from a non-Mellon Bank customer. The prototype will use a Web site frontend to interface to the PP&L customer. The payment to Mellon Bank’s customer, PP&L, will be made through a Pull transaction, with Mellon Bank sending an ACH debit request to PP&L’s customer’s bank. Separately, Mellon Bank will notify PP&L on receipt of the credit to PP&L’s account at Mellon Bank. 



As Figure 4.13 illustrates, the payment transaction starts with the Mellon Bank customer, PP&L. PP&L provides invoice information to Mellon Bank, which then publishes the information on the PP&L/Mellon Web site. The PP&L customer accesses the Mellon Bank Web site to send a BIPS payment instruction with the customer’s digital signature and certificate to Mellon Bank’s BIPS server. Mellon Bank initiates an ACH debit through its existing bank payment processing systems to the PP&L customer’s bank. Mellon Bank also advises PP&L that money has been received and forwards the invoice information to PP&L. The PP&L customer’s bank advises the PP&L customer that the debit has been made. The authorization by the PP&L customer to debit their bank account is outside the scope of BIPS and needs to be established before the BIPS payment transaction can occur.
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Figure 4.13 Mellon Bank prototype flow. The dark arrows indicate BIPS

transactions, and the dotted arrows indicate transactions outside of BIPS.





4.8.3	Citibank Prototype



Citibank is currently in discussions with two corporate clients to prototype business-to-business bill payment over the Internet (Appendix N).  This prototype will demonstrate a push/pull scenario using the existing corporate client EDI formats translated into the NPP.  The prototype will interface with the existing Citibank ACH system to clear the payments.

4.9 Future Extensions to the NPP



Future extensions of the protocol may call for additional message types, message content, and transaction flows.  Potential additions to the request types that are currently supported include (1) smartcard replenishments and (2) other cash management transactions, such as account statements. It is assumed in this document that the EPH’s role in such transactions is simply to handle security and switch the transactions.



Potential additions to the content of messages include:



additional security mechanisms,

the ability to support security mechanisms mandated by a specific bank or security mechanisms that emerge in the future (such as biometrics), and

the protection of anonymity (within the constraints of the Bank Secrecy Act and other regulations).



Potential additions to payment flows and processes focus primarily on BIPS-enabled-bank to BIPS-enabled-bank exchanges. These include:



automated reconciliation message flows,

end-to-end acknowledgment flows,

detection and notification of suspicious (potentially fraudulent) transactions, and

trade and payment negotiation.







� Implementation Note: As a result of receiving a request, a bank may initiate other, out-of-band communications. These exchanges are not covered by the BIPS protocol. Key and certificate management functions are also not covered by this protocol.

� Implementation Note: When implementing an EPH, check the information in the XML header to verify that the EPH is using the correct version of XML, BIPS, and the BIPS DTD file.

� Implementation Note: If the originator does not know the message ID and payment request ID for the BIPS transaction, a Status Request transaction should be initiated to obtain that information. Also, depending on the granularity of the block IDs, the EPH would determine the level at which to perform the Stop Request. For example, if the originator were trying to stop all the payment requests within a BIPS message, he would supply the customer transaction number and the bank transaction number. If the originator were trying to stop only Payment Request with ID=payment#2, then he would supply the customer transaction number, the bank transaction number, and the ID (e.g., ID=payment#2).
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