
Appendix A: Glossary 
AAGR
Average Annual Growth Rate



ACH
Automated Clearing House



Administrator
A trusted person who administers  BIPS 



API
Application Programming Interface



ASN-1
Abstract Syntax Notation-1



ATM
Automatic Teller Machine



Authentication
A process that gives the parties in a digital communication confidence in each other’s identities and assurance that their identities are not being misrepresented for fraudulent purposes.



Bank payment processing system
An application that is installed at a bank to process and send payments to a clearing and settlement network.



BIPS
Bank Internet Payment System



BIPS Client
A client application that interfaces to the BIPS Server or can send messages to the BIPS Server.



BIPS Event Log
A database that captures all the events and actions associated with each request sent to the system. This is required for audit trails. The BIPS Event Log has a link to the BIPS Repository, where the contents of the messages are stored. 



BIPS Repository
A database that contains each message and its supporting information.



BIPS Server
The bank system that receives the request for payment, validates the request, converts the request into a payment transaction, and routes the transaction to the appropriate bank payment processing system.



CA
Certificate authority. A trusted entity that is responsible for assigning and managing secure electronic identities in the form of certificates.



CERT
Computer Emergency Response Team. CERT publishes a variety of security alerts. See http://www.cert.org/ for details.



Certificate
A method of transporting public keys such that their authenticity can be verified. A certificate contains a public key, a user name, and some additional information. The certification authority digitally signs certificates. See the X509 certificate definition.



Certification authority signing key
The key pair used by the certification authority to digitally sign client certificates and verify the signature. It consists of the certification authority signing private key and the certification authority verification public key.



Certification authority verification key
The public key portion of the certification authority signing key pair; used to verify client certificates signed by the certification authority signing private key.

CHAPS
Clearing House Automated Payment System. A London-based payment system for high-value, same-day settlement of transactions.



CHIPS
Clearing House Interbank Payment System. An independent

message-switching system that permits international financial transactions to be settled among NewYork banks.  CHIPS

is operated by the New York Clearing House Association.



CIAC
Computer Incident Advisory Capability  CIAC provides computer security information and alerts. See http://ciac.llnl.gov/ for details.



CORBA
Common Object Request Broker Architecture



CRL
Certificate Revocation List. A signed, time-stamped list of public-key certificates that have been revoked. A public-key certificate is revoked when the associated key pair is no longer trusted or simply not used anymore.



DCOM
Distributed Component Object Model (by Microsoft)



Decryption
The process of transforming encrypted data back into intelligible form.



Decryption private key
The private key portion of an encryption key pair used to decrypt data encrypted with the matching encryption public key. The decryption private key actually decrypts an encrypted symmetric key that was used to encrypt the data.



Digest
A method of transforming a search key into an address for the purpose of storing and retrieving items of data. This method is also referred to as “hashing” (see “Hash function”).



Digital Signature
The result of making a mathematical summary (known as a hash) of data and signing the hash with a private key known only to a specific authorized user. Any other user who has the corresponding verification public key can verify the signature. A digital signature provides a guarantee to a recipient that a file came from the person who sent it, and that it was not altered since it was signed.



DTD
Document Type Definition



EC
Electronic Commerce



EDI
Electronic Data Interchange



EDIFACT
Electronic Data Interchange For Administration, Commerce and Transport.



E-mail
Electronic Mail



Encryption
The transformation of data into a form unreadable by anyone without a decryption key.



Encryption Public Key
The public key portion of an encryption key pair used to encrypt data that can be decrypted by the matching decryption private key.



EPH
Electronic Payment Handler



Event Log
See BIPS Event Log



External Certificate System
A trusted entity that is responsible for setting security policies and assigning secure electronic identities in the form of certificates.



FAX
Facsimile



FedWire
The real-time system operated by the Federal Reserve for funds

transfer and supporting information.



FSML
Financial Services Markup Language



FSTC
Financial Services Technology Consortium



FTP
File Transfer Protocol



Gold
The Gold Message Standard is in part a set of programming interface protocols, chosen by the Integrion Consortium, that

includes messages and transactions that express a complete set of banking functions in a modern self-defining format.  For more information see the Integrion Web site at http://www.integrion.net/gold/index.html#index.



GSB
Glenview State Bank



Hash Function
A one-way function for which it is computationally unfeasible to determine the input if you only have the result of applying the function.



HTML
Hypertext Markup Language



HTTP
Hypertext Transfer Protocol



ID
Identification (number)



IETF
Internet Engineering Task Force



ISO
International Standards Organization



JEPI
Joint Electronic Payments Initiative



Key Pairs
Refers to the public versus private relationship that exists between most keys. For example, users have two pairs of keys. One pair is called the encryption key pair and the other is called the signing key pair. The encryption key pair comprises the encryption public key, which is publicly available within a certification authority security domain, and the decryption private key, which is private and known only to the owner. People use the intended recipient’s encryption public key to encrypt information before forwarding the encrypted information to the recipient. Upon receipt, the recipient uses the corresponding decryption private key to decrypt the file.



LAN
Local area network



MD5
Message Digest (Algorithm) 5.  A secure one-way hash algorithm from Ron Rivest that computes a 128-bit value h for any arbitrary-length message M.  See http://theory.lcs.mit.edu/~rivest/Rivest-MD5.txt for the actual RFC.



MIS
Management Information System



Message
In BIPS, one or more of the same type of request or response. There are currently eight types of messages (a request and response message for each of four main message categories).



Message authentication code
A computation performed on an electronic document that yields a fixed-size string specific for that message. Digital signatures are based on encryption of the document’s message authentication code, ensuring both the authenticity of the sender and the integrity of the message contents.



NACHA
National Automated Clearing House Association



Non-repudiation
A condition in which the signer of a contract or transaction cannot later disown it.



NPP
Network Payment Protocol



OFX
Open Financial Exchange



Payee
The party who owes a payment to the Payee.



Payment Networks
Networks over which payment transactions are transmitted and typically settled.



Payor
The party to whom a payment is made.



PC
Personal computer



PCT
Private Communication Technology



PGP
Pretty Good Privacy



PKI
Public Key Infrastructure



POS
Point-of-sale



Private Key
The portion of a key pair that is kept secret by the owner of the key pair.



PSI
Payment System Interface



Public Key
The part of a key pair that is available publicly



Public Key Cryptography
A method for sending data in which person gets a pair of keys: a public key that can be published freely, and a private key that is known only to the owner.



Pull Transaction
A transaction that is initiated by the party whose account is to be credited; funds are “pulled” from the Payor’s account to the Payee’s account.



Push Transaction
A transaction that is initiated by the party whose account is to be debited; funds are “pushed” from the originator’s account to the recipient’s account.



RAID
Redundant Array of Independent Disks



REG-E
Regulation E: Electronic Funds Transfer Act.  Quoting from the

1998 ACH rules, “REG-E is the federal regulation governing consumer electronic payments."  It provides a basic framework establishing the rights, liabilities, and responsibilities of participants in electronic funds transfer systems and the provision of individual consumer rights.



Reference Implementation
A software program that is developed as an instantiation of a specification.  Generally reference implementations are not full production systems, and provide the minimum functionality to test and demonstrate the interfaces and protocols defined in a  specification.



Request
In BIPS, a message sent by a user who is asking for information or an action to be taken by BIPS.



Response
In BIPS, a message sent back from BIPS to the user to provide the information requested or an acknowledgment of the action requested.



Repository
See BIPS Repository



S/MIME
Secure/Multipurpose Internet Mail Extensions



Security Officer
A highly trusted person who defines and maintains the security policy for banks.



SET
Secure Electronic Transactions



SGML
Standard Generalized Markup Language



SHA
Secure Hash Algorithm



S-HTTP
Secure Hypertext Transfer Protocol



Signing Private Key
The private key part of a signing key pair used to sign data that can be verified by the matching verification public key.



SMTP
Simple Mail Transfer Protocol



SSL
Secure Sockets Layer



SWIFT
Society for Worldwide Interbank Financial Telecommunications. The major international financial telecommunications network that transmits international payment instructions as well as other financial messages.



TLS
Transport Layer Security.  An IETF working group that  is standardizing a protocol based on SSL as an Internet standard for providing encrypted and authenticated communications. Also, the protocol the working group is specifying. The TLS working group is a focused effort on providing security features at the transport layer, rather than general purpose security and key management  mechanisms. The standard track protocol specification will provide methods for implementing privacy, authentication, and integrity above the transport layer.  See http://www.ietf.org/html.charters/tls-charter.html for details.



TCP/IP
Transmission Control Protocol/Internet Protocol



UCC-4A
Uniform Commercial Code, Section 4A.  The section deals with electronic payments and it is focused on commercial activity. According to the TMA Essentials of Cash Management, Fifth Edition, it is "A Uniform set of laws governing commercial transactions enacted separately in each state. It defines the rights and duties of the parties in a commercial transaction and provides a statutory definition of commonly used business practices."



User Decryption Private Key
The private key part of the user encryption key pair used to decrypt data encrypted by the corresponding user encryption public key.



User Encryption Key Pair
The key pair (consisting of the user decryption private key and user encryption public key) used for encrypting and decrypting data.



User Encryption Public Key
The public key part of the user encryption key pair used to encrypt data to be decrypted by the user decryption private key.



VAN
Value Added Network



Verification Public Key
The public key portion of a signing key pair used to verify data that has been signed by the matching signing private key. 



W3C
World Wide Web Consortium



Web
World Wide Web



Wire (also Wire Transfer)
FedWire and other similar worldwide transfer systems that have attributes similar to FedWire.



X.509
A X.509 certificate  consists of the following fields:

· version

· serial number

· signature algorithm ID

· issuer name

· validity period

· subject (user) name

· subject public key information

· issuer unique identifier  

· subject unique identifier  

· extensions  

· signature on the above fields.



XML
Extensible Markup Language
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