Chapter 2: General Requirements





BIPS interfaces to existing bank payment processing systems and itself acts in some respects as a payment mechanism in that BIPS communications can be translated into bank payment processing system transactions. BIPS therefore must satisfy both general payment system requirements (Section 2.1) and end-user requirements (Section 2.2). 


2.1 Payment System Requirements





There are three general categories of BIPS payment system requirements: security (Section 2.1.1), market acceptability (Section 2.1.2), and functional (Section 2.1.3).


2.1.1 Payment System Security





The payment mechanism must offer commercially reasonable security. Specifically, a BIPS implementation must:





authenticate buyers, sellers, and payment service providers;


keep the payment data confidential;


maintain the integrity of the payment data; and


leave an audit trail, maintain accountability, and provide non-repudiation and recoverability.


2.1.2 Payment System Market Acceptability





The rapidity and extent to which BIPS will be adopted and achieve market penetration will rest partly on the incentives that the business model (Chapter 6) provides to the financial, technical, and business communities. For this reason, BIPS must be acceptable to the market in several respects. Specifically, BIPS must be low impact (Section 2.1.2.1), scaleable (Section 2.1.2.2), user friendly (Section 2.1.2.3), affordable (Section 2.1.2.4), and provide global reach (Section 2.1.2.5).


2.1.2.1 Low Impact





BIPS must:





have a minimal impact on the existing business relationship between the buyers, sellers, and financial institutions; 


leverage the existing systems used by buyers, sellers, and financial institutions; and


allow easy integration of BIPS with customized applications.


2.1.2.2 Scaleable





BIPS must:





provide an efficient protocol from the perspective of both the financial institution and the customer;


provide the ability to continually add more buyers, sellers, and financial institutions; and


be extensible.


2.1.2.3	User Friendly





BIPS must enable and encourage the development of easy-to-use interfaces for BIPS end users.


2.1.2.4 Affordable





Affordability is a major factor in the market acceptance of any system. If BIPS is affordable, it can be implemented by a broad range of financial institutions, regardless of size. Acceptance by a broad user base, in which there are many users and many products, will in turn result in competitive pricing which will further reduce costs. In order to satisfy the market demand for affordability, BIPS must:





be inexpensive to use,


be inexpensive and easy to implement and maintain,


leverage existing systems,


interface with or use as many existing standards as possible,


allow the client application to integrate all payment mechanisms into one interface, and


tailor the pricing of a transaction fee to the payment instruction characteristics and to the method used to complete the payment.


2.1.2.5 Global Reach





BIPS must be usable in international markets as well as the United States. Also, soon after BIPS is introduced, it must be adopted widely enough that it will be possible for buyers to pay a large number of sellers and for sellers to be paid by any buyer.


2.1.3	Payment System Functional Requirements





There are a number of functional requirements that have design implications for a payment system as a whole system or for its components. These basic requirements are timeliness (Section 2.1.3.1), security (Section 2.1.3.2), trustworthiness (Section 2.1.3.3), accessibility (Section 2.1.3.4), scaleability (Section 2.1.3.5), certainty (Section 2.1.3.6), support for a variety of payment mechanisms (Section 2.1.3.7), negotiation (Section 2.1.3.8), efficient and flexible use of transport mechanisms (Section 2.1.3.9), interoperability (Section 2.1.3.10), independence (Section 2.1.3.11), and support for existing policies (Section 2.1.3.12).


2.1.3.1 Timeliness





The most important criteria for determining the payment method is the date on which the payment is required to be received, as determined by the originator of the payment instruction. It is assumed that the payment originator will want the payment sent in the most inexpensive way possible, unless a payment mechanism [e.g., Automated Clearing House (ACH), wire transfer, electronic check, or credit card] is specified. BIPS must support the transfer of the payment on the date specified, which may require a same-day transfer (i.e., wire transfer), a near-term transfer (i.e., one or two days, normally done via ACH), or a transfer at a future date (i.e., value-dated items). 


2.1.3.2 Security





BIPS must meet four major security requirements. It must be able to:





identify and authenticate the parties involved in a BIPS communication,


provide for encryption to protect the information in a BIPS message from eavesdropping or other unauthorized disclosure (i.e., ensure confidentiality),


verify that the contents of a BIPS message have not been altered after it was created (i.e., ensure integrity), and


allow the sender and receiver of a BIPS message to have a high level of assurance that the sender is the appropriate sender and that the data has not been tampered with (i.e., non-repudiation).





These requirements are discussed in more detail in Chapter 5.


2.1.3.3 Trustworthiness





There are many aspects to ensuring that a payment system is considered to be a trusted environment. These aspects extend beyond mere perception. The originator must have confidence, borne out by experience, that:





the payment instruction, once received by the BIPS bank, will be processed;


the payment instruction will be processed exactly as intended by the originator;


the implicit and explicit terms and conditions will always be followed;


access to the originator’s bank for the purpose of payment initiation will always be available when it is scheduled to be available; 


there is no possibility that, once a payment has been received, funds can be rescinded or revoked other than for reasons commercially accepted for a specific payment; 


details provided in advance of payment are accurate and unmodified; 


no unauthorized debiting of funds will occur as a result of the payment; and


details provided in advice of payment are accurate, unmodified, and sufficiently complete for accurate posting to the payment system.





The beneficiary of the payment instruction must have confidence that:


once the payment has been received, there is no possibility that the funds can be rescinded or revoked other than for reasons commercially accepted for a specific payment type; and


details provided in advice of payment are accurate, unmodified, and sufficiently complete for accurate posting to the payment system.


 2.1.3.4 Accessibility





The payment instruction must be based on an open, non-proprietary standard that allows communications using widely available client software.


2.1.3.5 Scaleability





Internet commerce is growing and evolving quickly and will continue to grow and evolve in the foreseeable future. BIPS must therefore be scaleable to meet the requirements generated by growth and new developments. It must be able to handle volumes of transactions from hundreds to millions. This scaleability must include cost-effectiveness at all levels.


2.1.3.6 Certainty





The originator’s instructions must be carried out exactly as he intended 100% of the time. However, in reality there are several factors (which banks typically deal with on a daily basis) that might interfere with this goal. These factors include the possibility that:





a system failure might cause a delay beyond the expected time at which the beneficiary was to receive value;


network failures might cause a delay in the receipt of a payment instruction;


a system malfunction might cause payment to a party other than the intended beneficiary;


ambiguous or incomplete payment instructions might result in different payment timing or a different beneficiary than intended by the originator;


a system, network or client malfunction might cause the unintentional duplication of a payment; and


a system, network or client malfunction might cause the loss of a payment.





BIPS must therefore:





ensure that no ambiguity exists in the processing of the payment instruction; 


be robust enough to support the availability requirements, including redundancy, automated fallback and quickly invoked disaster recovery systems; and


provide for the creation of complete audit trails.


2.1.3.7 Support for a Variety of Payment Mechanisms





BIPS must support the use of a variety of payment mechanisms, such as ACH, wire transfer, and ATM.


2.1.3.8 Negotiation





BIPS must support a mechanism for the buyer, seller, and financial institution to search among, select, and reach agreement on payment options.


2.1.3.9 Efficient and Flexible Use of Transport Mechanisms





BIPS must be able to use both on-line and store-and-forward networks (e.g., E-mail).


2.1.3.10 Interoperability





BIPS must facilitate and encourage the interoperability of implementations across software, hardware, and network providers.


2.1.3.11 Independence





The BIPS protocol must not be dependent upon any transport mechanism, payment system, or computing system architecture, yet it must operate effectively together with any of those mechanisms.


2.1.3.12 Support for Existing Policies





BIPS must enable a bank to apply its existing payment policies, such as conformance to payment rules and regulations.


2.2 End-User Requirements


2.2.1 Requirements for the Originator of a BIPS Payment





The originator of a BIPS payment must have access to the following:





a bank account,


an E-mail or Web client,


a digital certificate,


a signing function,


an encryption mechanism,


an Internet connection,


an application that can generate the BIPS protocol messages, and


a method of storing digital certificates and keys.


2.2.2 Requirements for the Recipient of a BIPS Payment





The recipient of a BIPS payment must have a bank account.
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